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Awmanrensasl Apcer Hypomiysr,
1 kype, 7TM06301 NHTennexTyaabHbIE CUCTEMBI
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Amangeldy Arsen,

1 course, 7M06301 Intelligent Information
Security Systems
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Kongany camacet

O6nacTh IpIMEHEHUS

Scope of application

7M06 AKmnapaTThIK-KOMMYHHUKAITHSITBIK
TEXHOJIOTUSIIAP

7M06 NUudopMaimoHHO-KOMMYHHUKAIIMOHHBIC
TEXHOJOTHU

7MO06 Information and communication
technology

HopmaTHBTiK KyKaTTap

HopmaTuBHEIE JOKYMEHTHI

Normative documents

2) 2Korapsl sxoHe KOFapbl OKY OpHBIHAH
KeliHri OiiMi Oap Kampiap/sl qaspiay
OarbITTapbIHBIH ChIHBINTAYBIIBL. KazakcTan
PecniyOnukace! BiiM xoHe FBUTBIM
MUHUCTPiHIH 2022 xburFbl 22 mringe Ne 2
OYHUPBIFBI

T'ocynapcTBenHbIH 001I€00s3aTEIBHBII
CTaHJIapT BhICIIEro oopazoBanus. [Ipukas
MuHHCTpa HayKH 1 BBICIIIETO 00pa30BaHuUs
Pecny0suku Kazaxcran ot 20 urons 2022roaa
No2;

The state mandatory standard of higher
education. Order of the Minister of Science and
Higher Education of the Republic of Kazakhstan
dated July 20, 2022 Ne2;

«binim typansr» Kazakcran PecriyOnukachHbIH
2007 sxpurrsl 27 mingeneri Ne 319 3ansl

«O06 obpazoBannm» 3akoH PecryOnuku
Kazaxcran ot 27 urons 2007 roma Ne 319-111

&quot;On Education&quot; Law of the
Republic of Kazakhstan dated July 27, 2007
Ne319-111

Twuicrti ynrigeri 6inim Oepy yibIMIapsl
KBI3METIHIH YATiUTiK Karuganapsl. Kazakcran
PecmryOnmkacer binmiM yoHE FEUTBIM
muHUCTpiHIH 2018 xbUtFbl 30 Ka3angars Ne 595
OYHpBIFBI

Tumnossle MpaBuiIa AEATEIFHOCTH OpTaHU3alNi

00pazoBaHus, pean3yoLUNX 00pa3oBaTeIbHbIE
MPOTPaMMBI BEICIIETO | (WJIH) TTOCIEBY30BCKOTO
obpazoBanus. [Ipuka3z Munuctpa o0pa3zoBaHus

u Hayku PecyOnuku Kazaxcran ot 30 okTsi6ps
2018 roga Ne595

Standard rules of activity of educational
organizations implementing educational
programs of higher and (or) postgraduate
education. Order of the Minister of Education
and Science of the Republic of Kazakhstan
dated October 30, 2018 Ne 595

JKorapsl koHE KOFapbl OKYy OpHBIHAH KEeHiHT1
OimiMi Oap KaapIapabl naspiay OarbITTaphIHBIH
CHIHBITITAYBITIBICHL. Ka3zakcTan PecyOmmkacsr
BiniM sxoHe FHUTBIM MUHUCTPIHIH 2018 KbLIFbI
13 xazangarel Ne 569 OyilpbIFsl

Knaccudukatop HarpaBiieHU# MOATOTOBKU
KaJ[pOB C BBICIINM U TIOCJIEBY30BCKAM
obpazoBanueM. [Ipuka3 MunamCcTpa
oOpa3oBanus u Hayku PecnyOsinku Kazaxcran
ot 13 oxTs0pst 2018 roga Ne569

Classifier of training areas with higher and
postgraduate education. Order of the Minister of
Education and Science of the Republic of
Kazakhstan dated October 13, 2018 Ne569

OKBITYIBIH KPEIUTTIK TEXHOJIOTHSICHI
OolbIHIIIA OKY MPOLIECiH YHBIMAACTHIPY
karunanapel. Kazakcran PeciyOnukacer binmim
JKOHE FBUTBIM MUHUCTPIiHIH 2018 KbIIFeI 12
Ka3aH Ne 563 OyipbIFsl

[IpaBuia opranusanuu y4eOHOTO Ipolecca 1o
KPEIUTHOM TeXHOI0ruu ooy4denus. [Ipukas
Munuctpa ob6pa3oBaHus U Hayku PecryOnuku
Kazaxcran ot 12.10.2018 Ne563

Rules for the organization of the educational
process according to the credit technology of
education. Order of the Ministry of Education
and Science of the Republic of Kazakhstan
dated 12.10.2018 Ne563




JKorapsl sxoHE KOFapbl OKYy OpHBIHAH KEeHiHT1
Oimim Gepy OarnapiamanapbIHBIH Ti31TiMiHE
6inim O6epy OarapiaManapblH €HT13y XKoHE

eIl Tactay anroputmi. Kazakcran
PecrryOnukace! biiM sxoHe FBIITBIM
MHUHHACTPIHIH 2018 KBUTFBI 4 JKeITOKCaHIaFsl No
665 OYHPBIFBI

ANTOPUTM BKJIIOUCHUS U UCKITFOUCHHS
o0pa3oBaTesbHBIX MporpamMm B Peectp
00pa30BaTeIbHBIX TPOTPAMM BBICIIETO U
MIOCJIEBY30BCKOTO 00pa3oBanus. [Ipuka3
MunucTpa 00pa3oBaHus U HaAyKH PecryOmuku
Kazaxcrtan Ne665 ot 4 mexabps 2018roma

The algorithm of inclusion and exclusion of
educational programs in the Register of
educational programs of higher and
postgraduate education. Order of the Minister of
Education and Science of the Republic of
Kazakhstan Ne665 dated December 4, 2018

Kazakcran PecniyOnumkace! FeiibiM skoHe
Korapsl 6imiM MUHUCTpIHIH 2022 KbIFbl 12
kazanaarsl Ne 106 Oyiipeirsl. JKorapel sxxoHe

(Hemece) >xoFapbl OKY OpPHBIHAH KEHiHT1 0171iM
Oepy YMBIMIApHI iCKe ackIpaThIH OiiM Oepy
OarmapiaManapblHbIH TI3UTIMIH XKYPri3y
KaFuIajapel, COHak-aK OiniM Oepy
OaFapiaMaiapbeIHBIH Ti3UTIMIHE €HTI3y MEH
OJ1aH aJIBIIN TacTay Heri3aepl

[Ipuka3z MuHHCTpa HAYKH U BBICIIIETO
obpazoBanus Pecrryonmku Kazaxcran ot 12
okTs10pst 2022 roga Ne106. [TpaBuna BeneHus
peectpa 00pa3oBaTENbHBIX MPOTPAMM,
peanu3yeMbIX OPTaHU3AINIMHI BBICIIETO U (VITH)
MOCJICBY30BCKOT'0 00Pa30BaHus, a TAKIKE
OCHOBAHUS BKJIFOUCHUS B PEECTP
00pa30BaTeIbHBIX MTPOTPAMM U UCKITIOYCHUS U3
HETo

Order of the Minister of Science and Higher
Education of the Republic of Kazakhstan dated
October 12, 2022 Ne106. The rules for
maintaining the register of educational programs
implemented by organizations of higher and (or)
postgraduate education, as well as the grounds
for inclusion in the register of educational
programs and exclusion from it.

Binim Gepy 6armapraMaCchIHEIH CHIIATTAMACKI

ITacmopT 06pa3oBaTeNbHOM IPOrpPaMMEI

Passport of the educational program

7M06301 AKnmapaTThIK KayilCi3MiKTiH
WHTEJUICKTY bl JKYyHenepi

7M06301 MaTenmeKkTyanbHbIe CUCTEMBI
WHGOPMAIIMOHHOW 0€30MaCHOCTH

7M06301 Intelligent Information Security
Systems

Binim Gepy canachIHEIH KOJIBI )KOHE JKIKTEMeCi

Koz n xnaccnduxanms obmactu 06pazoBanust

Code and classification of the education field

7M06 AKnapaTThIK-KOMMYHUKAITHSITBIK
TEXHOJIOTHSIIAP

7M06 NudopMaimoHHO-KOMMYHHUKAIIMOHHBIC
TEXHOJIOTUU

7MO06 Information and Communication
technologies

Jagpinay GaFEITTapBIHBIH KOJIBI JKOHE JKIKTeMeCi

Kon u xnaccru¢ukanus HarpaBieHHA
TIOATOTOBKH

Code and classification of training areas

7MO063 AKmapaTThIK Kayilci3miK

7M063 Nudopmannonnas 6€30MacHOCTh

7M063 Information security

Binim Gepy OarmapiamMachIHBIH KOJBI JKoHE
aTaysl

Koxn 1 HauMeHOBaEMEe 00pa30BaTeIbHON
MIPOTPaMMBI

Code and name of educational program

7M06301 AKnmapaTThIK KayilCi3TiKTiH
WHTEJUICKTYaJIIbl JKYHenepi

7M06301 MHaTEmIeKTyaTbHBIE CHCTEMBI
MHQOPMAIIMOHHOM 0€30MacHOCTH

7M06301 Intelligent Information Security
Systems

Binim Gepy GarmapiaMaCEIHEIH TYpi

Buj oOpa3oBaTesHO#M MPOrpaMMEI

Type of educational program

Nuanosanusansik bb

Munosarmmonnas OIT

Innovative EP

Binim Gepy OGarnapiaMacHIHBIH MaKCaTEI

ITess 06pa3oBaTENIBHOM IPOTPAMMEI

The purpose of the educational program




Binim Gepy OarnapiaMachIHBIH MaKCaThl —
aKIapaTThIK Kayilci3IiK canachlHa 0acekere
KaOl1eTTi, )KOFapsl OLTIKTI MaMaHaapIbI
Jasipiiay, aKknaparThl KOPFalo )KoHe
KkuOepKayinTep/i Tanaay OalbIHIIA 3aMaHAYH
OLTIM MEH JmarmpuIapra ue, THIMII menrimMaep
a3ipiieyre KaOUIETT] )KoHe KociOu 1aMyFa JTaliblH
TYJIFaap/abl KAIBIITACTHIPY.

Lenpro 00pa3oBaTENLHOM MTPOTPAMMBI SBISCTCS
MOJITOTOBKA KOHKYPEHTOCTIOCOOHBIX,
BBICOKOKBaJ'II/I(bI/IHI/IpOBaHHI)IX CIICIUAJIUCTOB B
00acT MHPOPMAIIMOHHON 0€30TTaCHOCTH,
00TaIat0NINX COBPEMEHHBIMU 3HAHUSIMU U
HaBBIKAMH 3alIUTHI UHPOPMAIIIH, aHAIH32
KHOEpyTpo3, CIOCOOHBIX pa3pabaThiBaTh

3¢ GeKTUBHBIC PEIICHUS U TOTOBBIX K
npodeccHoHaTbHOMY Pa3BUTHIO.

The aim of the educational program is to train
competitive, highly qualified specialists in the
field of information security, possessing modern
knowledge and skills in information protection
and cyber threat analysis, capable of developing
effective solutions and ready for continuous
professional development.

BXCX neHreiii 60iipHma Yposers mo MCKO Level according to ISCED
7 7 7
YBIII GoiibIHIna neHreii Vposens mo HPK Level according to NQF
7 7 7
CBI1I GoitbHma neHreii Vposens mo OPK Level according to PQF-professional
qualification framework
7 7 7
Bb Akkpemurrey Axxpemuramua OIT Accreditation of EP

AXKpeIUTTey OPraHbIHBIH aTayhl
AXKpeIMTanusIHbIH KONIAHBUTy Mep3iMi

HamMmeHoBaHHE aKKpeAUTAMOHHOTO OpPraHa
Cpok JIeHCTBUS aKKpETUTAIHH

The name of the accreditation body
The period of accreditation validity

Bepinerin gopexeci

IIpucyxmaeMas cTencHb

Degree awarded

TCXHUKA FBIIBIMAAPbIHbIH MaI‘I/ICTpi

MAarucCTp TCXHUYCCKUX HAYK

Master of Technical Sciences

OKBITY HOTIDKEIIEpi

PesynsraTthr 00yaeHus

Learning outcome

Kecte 2

Tabmnuma 2

Table 2

OKgITy Titi

3wk 00ygeHus

Language of instruction

OpBIC, Ka3aK

PYCCKUH, Ka3axCKUM

Russian, Kazakh

Kocibu crangapTrap

ITpodeccuonanbHEIE CTAHAAPTHI

Professional standards

AKMapaTThIK HTHPPaKypbUIBIMHBIH koHe AT-
HBIH KayilCi3/iri >KeHIHAer1 KoCimKon
MaMmaHzap

CrenmanucTsl-nipodecCHOHAIHI O
0e3onacHOCTH HH(POPMALTUOHHON
uHppacTpykTypbl u UT

Information infrastructure and IT security
professionals




YIKeH AepeKTepi oHaey KoHE caKkTay
KyHenepiH a3ipuey

PazpaboTka cuctemM 00pabOTKH U XpaHEHHS
OOJIBINNX JTAHHBIX

Development of big data processing and storage
systems

AKnapaTThIK HHPaKypbUTBIMHBIH oHe AT-
HBIH KayINCI3iriH KaMTaMackl3 eTy

Obecneuenne 6e30MacHOCTH UHPOPMAITHOHHOM
uH@pacTpyktypsl u UT

Ensuring security of information infrastructure
and IT

JKacaHIpI MHTEIUIEKT KOCBIMITIAJIAPBIH J31pIIey

PazpaboTka mpritokKeHI HCKYCCTBEHHOTO
HUHTCIIJICKTA

Development of artificial intelligence
applications

Jorapsl xoHe (Hemece) )KOFapbl OKy OpHBIHAH
KeWiHri Ol1iM Oepy yiHBIMIapbIHBIH
nenarorrepine (mpogeccop-oKpITYIbLIAp
KypaMbIHa) apHAJIFaH KOCINTIK CTaHAAPTHI

[Tenaror (mpodeccopcko-npernoaBaTeTbCKUit
COCTaB) OpraHU3aIMii BBICIIEro U (WJIH)
IIOCJIEBY30BCKOT'O 00pa30BaHuUs

Professional standard: Teacher (faculty) of
higher and (or) postgraduate education
organizations

Binixtinikrep MeH JiayassIMAap Ti3iMi

Ilepeyens xBammpuKanuii 1 JOIDKHOCTEH

List of qualifications and positions

AKIapaTThIK Kayilci3IiK ayJUTOPHI

Aynanutop 1o uHGOpPMAIMOHHON 6€30MTacCHOCTH

Information Security Auditor

Data Mining MmamaHbI

Crenmanuct o Data Mining

Data Mining Specialist

MarmHabIK OKBITY KOHIHJIETI MaMaH

CHGL[I/IaJ'II/ICT 0 MalllMHHOMY O6y‘l€HI/IIO

Machine Learning Engineer

Kac aHJbl MHTCJIJICKT MaMaHbI

CHeI_[I/IaJH/ICT 10 UICKYCCTBECHHOMY MHTCIIJICKTY

Artificial Intelligence Specialist

JKacaHpI MHTEJUIEKT HHXKEHEP1

MHKeHep N0 UCKYCCTBEHOMY MHTEJIEKTY

Artificial Intelligence Engineer (Al Engineer)

Enbex ¢pyAKuHIAApEI Kocibu

KBI3METTEPIiHIH CaJIackl

O6nacTs mpodecCHOHAIBHOMN AeATESIFHOCTH

Field of professional activity




Tynexrep/iH kociOU KbI3MET canachiHa
MBIHAJIAP ATl FHUIBIMU-3EPTTEY KBI3METI —
FBUIBIMH-3€PTTCY YHBIMIAPBIH/A;
MearOTUKANIBIK KbI3MET — O11iM Oepy
MeKkeMmenepinje; xo0anbik Kpizmet — IT xoHe
xo0amnay YHBIMIApBIH/A; OHIIPICTIK-
TEXHOJIOTHSITBIK KbI3MET — KOCITOPBIHIAP/Ia;
YUBIMIACTHIPYIIBUTBIK-0aCKAPYIIBUIBIK KbI3MET
— MEMIIEKETTIK OacKapy opraHiapbiHAa,

Kap XKBUTBIK JKOHE 0acka yibIMIapaa,
aKIapaTThIK KayilCi3IiKTi KAMTaMachl3 €TyTe
JKoHe KubepTayekenaepi Oackapyra
OarbITTaNIFaH.

Cdepoii npodheccHOHAIBEHOM NeITeTbHOCTH
BBIITYCKHHUKOB SIBJISIOTCS: HAyYHO-
HCCIIeIOBATENLCKAS JISSTEIBHOCTh B HAYYHO-
UCCIIeIOBATEILCKUX OPTaHU3ASX;
nieJarornyeckas - B 00pa3oBaTebHbIX
yupexaeHusx; npoektHad - B UT- u npoekTHbIX
OpraHu3alysIX; MPOU3BOJCTBEHHO-
TEXHOJIOTHYeCKast — Ha MPEINpPHUITHAX;
OpraHN3aIlMOHHO-YIIPaBICHYECKas - B OpraHax
rOCYJJapCTBEHHOT'O YIPaBJICHUS, (UHAHCOBBIX U
MHBIX OpraHU3alusIX, HallpaBJIeHHas Ha
obecnieueHre HHOOPMAITMOHHOM 0€301MacHOCTH
1 yIIpaBlieHHe KHOepprUCKaMu.

The sphere of professional activity of graduates
includes: research activities in research
organizations; teaching activities in educational
institutions; project activities in IT and design
organizations; production and technological
activities in enterprises; organizational and
managerial activities in government bodies,
financial and other organizations aimed at
ensuring information security and managing
cyber risks.

Kocibu KeI3MeTTepiHiH CalaCkl MEH 00BEKTICL

Cdepa u 00pekT mpodeCCHOHANBEHOM
JeATSIEHOCTH

Scope and object of professional activity

TynexTepaiy kociOn KbI3MET caiachl
MEMJICKETTIK, Kap)KbUIbIK, OHIIPICTIK JKOHE
Oacka na yiisIMaapa aknapaTThIK )KyHelepaiH,
aKMapaTThIK-KOMMYHHUKAIHSITBIK
TEXHOJIOTHSJIAPAbIH KoHe HUPIbIK xaHe [T-
WH(QPAKYPBUIBIMHBIH KayilCi3iriH KaMTaMach3
eTyre OalTaHBICTHI, KHOEPKEHICTIKTIH AaMYyBbI
KaFIaibIH/A )KY3€Te aChIPBLIAIbI.

Kacibu Kp13mMeT 00BeKTiIepi OOJBIN aKmapaTThIK
KyHernep, KOMIBIOTEPIIiK JKeJiJiep, aKmapaTThl
KOpFayAblH OarnapiaMaiblK-arnapaTThiK
Kypangapsl, Iepektep 0azanapbl, aklapaTThIK
pecypcTap KoHe oJapAbl OHeY, CaKTay JKoHe
Oepy mporecTepi, COHAai-aK aKnapaTThIK
Kayinci3aik KaTepiaepi MeH oJapabl OOIabpIpMay
omicTepi COHBIH iMTiHAC MTHQPPITBIK
MHQPAKYPBUIBIM 3JIEMEHTTEP1 MEH 3aMaHayn
YJIECTIpUITeH XKylenep O0JIbI TaObLIa b

Cdepoit mpodheccnoHaATBHON ACSITEIHEHOCTH
BBIITYCKHHUKOB SBJIAIOTCA O6HaCTI/I, CBs3aHHBIC C
obecrnieueHreM 0€30MMaCHOCTH
WH(POPMAITMOHHBIX CUCTEM, HH()OPMAIMOHHO-
KOMMYHHUKAIIMOHHBIX TEXHOJIOTUI 1 TU(POBOii
U UT-uHGPaCTPyKTYpHI, B YCIOBUSX Pa3BUTHS
KHOEPIIPOCTPaHCTBA, HHQPACTPYKTYPHI B
rOCYJJApCTBEHHBIX, (PMHAHCOBBIX,
IIPOMBIIIIJICHHBIX Y MHBIX OpraHru3aliuniax.
O0bekTaMu IPOPEeCCUOHATLHON ACSITEILHOCTH
SABJIAOTCA I/IH(bOpMaHI/IOHHI)IC CHUCTEMBI,
KOMIIBIOTEPHBIC CETH, IPOTPAaMMHO-AIIAPATHEIC
CPEeICTBa 3aIUThl HHPOpMaruy, 0a3bl TaHHBIX,
UH(QOPMAIMOHHBIE PECYPCHI M IPOIIECCHI UX
00pabOTKH, XpaHECHHSI U TIePEaadH, a TAKKe
yIpo3bl HKHPOPMAITMOHHOW 0€30TIaCHOCTH U
METOJbI UX NPCAOTBPALICHUA, BKIIFOYAsA
ANEMEHTHI TUPPOBOI HHPPACTPYKTYPHI U
COBpPEMEHHBIE pacIpeeIEHHbIe CHCTEMBI.

The sphere of professional activity of graduates
includes areas related to ensuring the security of
information systems, information and
communication technologies, and digital and IT
infrastructure, in the context of the development
of cyberspace, in governmental, financial,
industrial, and other organizations.

The objects of professional activity include
information systems, computer networks,
hardware and software information security
tools, databases, information resources and the
processes of their processing, storage, and
transmission, as well as information security
threats and methods of their prevention,
including elements of digital infrastructure and
modern distributed systems.

Kacibun Kpr3MeTTepaiH QyEKIsuIaphbl

OyHKIMHA TPOo¢eCCHOHATEHON IEATEIEHOCTH

Functions of professional activity




Y WBIMIIACTHIPYIIBUIBIK-0aCKAPY ITBLITBIK
KBI3MET: aKMapaTThIK KayilCi3aiK cascaThl MEH
MEXaHHU3M/JIEPiH J31pJIey JKOHE eHTI3Y;
aKnapaTThIK Kayilci3aiK ayJUTiH KYPri3y jKoHeE
TOyeKeIJep/l Taiiay; aKnapaTThIK
KayiIrci3giKTi KAMTaMachl3 €Ty MPOoIeCTepiH
YHBIMIIACTHIPY OHE OaKblIay.

Y HBIMAACTBIPYIIBLIBIK-0aCKapyLIIBUIBIK KbI3MET:
aKIMapaTTHIK KAYIIci3/IiK casicaTbl MEH
MEXaHU3M/IEPIH d3ipJiey KOHE EHTi3y;
aKnapaTThIK Kayilci3aik ayJuTiH )KYPTi3y jKoHE
ToyeKeNJepi Tajay; aKmapaTThIK
KayIICi3MiKTi KAMTaMachI3 €Ty MPOoIecTepiH
YHBIMIACTHIPY oHE OaKblay.

Y BIMAACTHIPYIIBUIBIK-0aCKApyIIBUIBIK KBI3MET:
aKIMapaTTHIK KAYITCi3iK casicaTbl MeH
MEXaHU3MJIEPiH 331pJiey jKoHE eHTI3Y;
aKnapaTThIK Kayilci3lik ayJuTiH KYPTi3y JKoHe
ToyeKeNAepl Talnay; aKmapaTThIK
KayiIci3aikTi KaMTaMachl3 €Ty MPOIECTePiH
YHBIMIACTHIPY JKOHE OaKblIay.

YKobanbIk KbI3MET: aKnapaTThl KOPFay IbIH
KeIIeH Ii )KYHeJIepiH a3ipiey jKoHe eHTi3y;
aKIapaTThIK Kayilci3iK )Kyheaepine
KOUBLIATHIH TaJaNTapIbl TAIAY XKOHE OJIap.IbIH
ApXUTEKTYPACHIH K00aayra KaThICy.

JKobanbIk KbI3MET: aKnapaTThl KOPFayIbIH
KEeIIeH/ Il )KYHeJIepiH a3ipIey jKoHe eHTi3y;
aKIapaTThIK KaYINCi3IiK xKyhenepine
KOMBLIATHIH TATANTAP/IbI TAJIAY HKOHE 0P IbIH
APXUTEKTYPAChIH jK00aIayra KaThICy.

KobarnbIk KbI3MET: aKnapaTThl KOPFayIbIH
KeIIeH Ti KYHenepiH a3ipiey KoHe eHri3y;
aKIMapaTThIK KaYINCI3IiK XKyHenepine
KOWBLIATHIH TaJaNTapabl Taliay JKoHe OJIapIbIH
APXUTEKTYPAChIH jK00anayra KaThICy.

OH/IIPICTIK-TEXHOJOTUSIIBIK KbI3MET:
aKmapaTThl KOPFayIbIH OaraapiaMalibik-
armapaTThK KYPaIIaphlH OKIMIIUICHIIPY KOHE
naiaanany; aknaparThIK KYHeIepIiH, KeTTK
MH(QPaKYPBUIBIMHBIH KOHE YIBIM JepeKTepiHiH
KayilCi3iriH KaMTamMachl3 eTy; aKIapaTThIK
KayiIrci3ik OKUFaJapblH MOHUTOPHHTTEY JKOHE
Oackapy JKylenepiH KOJIAaHy.

OHIIPICTIK-TEXHOJOTUSIIBIK KbI3MET: aKIapaTThl
KOpFayIbIH OaFmapiaManbIK-arnapaTThiK
KYpaJIIapblH OKIMIIIJICHAIPY JKOHE MTalijaiany;
aKIapaTThIK KXYHETEPIiH, KeITIK
MH(QPaKYPBUIBIMHBIH KOHE YIBIM JepeKTepiHiH
Kayilci3AiriH KaMTamachI3 eTy; aKImapaTThIK
Kayimci3aiKk OKUFaIapblH MOHUTOPHUHITEY KOHE
Oackapy JKylenepiH KOJIAaHy.

OHTIPICTIK-TEXHOJIOTHSIIBIK KbI3MET:
aKIapaTThl KOPFay/IbIH OaFaapiaMaibIK-
anmapaTThK KYpaIIapblH OKIMIIIJICHAIPY KOHE
naianany; akmaparThIK )KyHeJIep/iH, JKeliTK
WHPAKYPBHUIBIMHBIH KOHE YHBIM JIepeKTepiHiH
KayiIlci3giriH KaMTaMachl3 €Ty; aKIapaTThIK
Kayinci3aiK OKUFaJIapblH MOHUTOPHHITEY KOHE
Oackapy JKyHenepiH KoJaaHy.

Tanmay KeI3METi: aKImapaTTHIK Xyienep MeH
JKENIePIiH KOpFajly ACHIeiiH Oaranay,
OCaJIIBIKTApIbl aHBIKTAY; aKITapaTThIK
Kayinci3aiKk MHIUIEHTTEPiH MOHUTOPHHTTEY,
TaJIIay JKOHE OJIapFa OPEKET €Ty; OKUFaIap
KYypHAIJApBIH Tajlay )KOHE PYKCATChI3 KO
JKETKI3Y OpEKETTEepiH aHBIKTAY.

Tanmay KeI3MeTi: aKImapaTTHIK JKYHenep MeH
JKENIEPIIH KOpFajly JACHIeiiH Oaranay,
OCANIBIKTAp/Ibl AHBIKTAY; AKIMapaTThIK
KayiNnci3giKk HHIUAEHTTEPIH MOHUTOPHHTTEY,
TaJJIay JKOHE OJlapFa OpEKET eTy; OKUFajap
JKYpHAIJIAPBIH TAJAY KOHE PYKCATCHI3 KO
JKETKI3y OpEKETTEePiH aHBIKTAY.

Tanmay KeI3METi: aKImapaTTHIK JXyienep MeH
JKENIePIiH KOpFajly ACHIeiiH Oaranay,
OCAJIIBIKTAp/Ibl AHBIKTAY; AKIapaTThIK
KayiMci3aik MHIUIEHTTEPiH MOHUTOPHUHTTEY,
TaJjIay JKOHE OJlapFa OpEKET eTy; OKUFajIap
KypHAIJAPIH TAIAY KOHE PYKCATCHI3 KO
JKETKI3y OpeKeTTepiH aHBIKTAY.

Kacibu Kp13meTTepain Typiepi

Buns! npodeccroHaTBHON AEATENHHOCTH

Types of professional activity

KuBOTHOBOACTBO Mau mapyambLIBFEL Animal
6B082 - )KuBoTHOBOACTBO 6B082 - Man mapyaniklLIRFED Livestock
JlecHOE X034 CTBO OpmaH mIapyanbUIRER Forestry




PacrerneBroaCcTBO OciMaik mapyanIEUILIFEL Crop Production
Oxpyxaromas cpeza Kopmarau oprta Environment
Busnec n ynpaBieHne Busrec xone Gackapy Business and administration

Bomubie pecypcsl M BOJIOIOIE30BaHHUE

Cy pecypcTaphl JkoHe CY/Bl Nai1anany

Water Resources and Water Use

ApxWTEKTypa H CTPOUTEIBCTBO

Coyiret xoHe KYpBLIBIC

Architecture and Construction

HHpopMannoHEHO-KOMMYHHUKAITMOHHEIE
TEXHOJIOTHHA

AKTapaTThIK-KOMMYHHUKAITHSIBIK
TEXHOIIOTHAIIAP

Information and Communication Technologies

Hmxeneprs 1 HEDKEHEPHOE €TI0

HmxeHepus xoHe MHKEHEPIIIK ic

Engineering and Engineering Affairs

Pr16HOE X03531CTBO

Bansik mapyanmsuIsFsL

Fisheries

HudopmanuonHas 6€30IacHOCTE

AXnapaTTHIK Kayilmci3gik

Information Security

Fruteimu-3eprTey Kpi3meri

HaquO-HCCHCZ[OBaTeHBCKaH JCATCIbHOCTD

Research Activity

JKobanay-TexHOIOTHSITBIK KBI3MET

HpOeKTHO-TeXHOHOI‘I/I‘-IeCKaH JACATCIBHOCTD

Design and Technological Activity

AHaIUTHKAIBIK KbI3MET

Amnanurnueckas JACATCIBbHOCTD

Analytical Activity

AKIapaTThIK KayilCi3AiK ayIuTi KbI3METi

Aynutopckasi 1esTeJIbHOCTD B 00J1acTh
WH(POPMAIMOHHON 6€30MTaCHOCTH

Information Security Audit Activity

Backapy kpI3meri

YHpaBHCH‘IeCKaﬂ JACATCIBHOCTD

Management Activity

backapy KeI3MeTi

anaBnquecxas{ JCATCIIPHOCTD

Management Activity




CapaHTaMaJ'IBIK—KOHCYJ'IBTaL[I/IﬂJ'IBIK KbI3MET

3KCHGpTHO—KOHCYJ'H:Ta]_[I/IOHHaH ACATCIBHOCTD

Expert and Consulting Activity

HGHaFOFI/IKaHLIK KbI3BMET

He,[[aFOFI/ILIGCKaH ACATCIBbHOCTD

Teaching Activity

buosornueckre m CMEKHEIC HayKA

BroormsuisIK, xXoHe cabakTac FEUIRIMAAP

Biological and related sciences

IIpaso

KyKpIK

Law

ITpousBoacTBeHHEIE 1 00pabaTHBaOIINE U
oTpacou

OHpipicTiK )koHEe OHIEY calaaphl

Industrial and Manufacturing Branches

Cranpapruszanus, cepTUUKanua 1
METPOIIOTHS

Cranpaprray, cepTH)HKATTAY JXKOHE
METPOJIOTHS

Standardization Certification and Metrology

ArponnxeHepus

Arpoumxerepus

Agroengineering

Berepurapus

Berepurapusi

Veterinary

I'nruera u oxpaHa TpyAa Ha IPOU3BOACTBE

I'mrrena xoHe eHAipicTe eHOEKTI KOopray

Hygiene and labor protection at work

TpaHCHOpPTHBIE YCIIYTH

Kenik Kp13sMerTepi

Transport services

TexHOIOTHA OXpaHH OKpYXKaromei cpeasl

Kopmaran opraHbl KOpray TEXHOJIOTHACHI

Environmental protection technology




1. binim 6epy Oarmapnamacs yIIiH
OxwiTy HOTIDKENepi/ PesynsraTs 00yderus mo OIT/
Learning results of Educational Programs

Kograp/ Koxsl/ Codes OKBITYy HOTHDKENEpi Pe3ynbraTel 06ydeHns Learning outcomes

OH1/PO1/ON1 Backapy KpI3MeTiHIH MICUXOJIOTHSUTBIK AHaNMM3UPOBATh MICUXOJIOTUIECKHE U Analyze psychological and pedagogical
JKOHE TIeTarOTUKAJIBIK aCTIEKTUIEPiH MIeIarOTHIECKUE ACTICKTHI aspects of management evaluate modern
Tangay, 3aMaHayH 0ackapy Tociinepin yIpaBIeHUYECKON e TeTHLHOCTH, management approaches and make
Oaranay >koHe KociOu oprana OLIEHUBATh COBPEMEHHBIE informed decisions in a professional
HeTi3/IeNTeH menriMaep Kadbuiay. YIIpaBIeHIECKHE TIOXOIbI H environment

MPUHUMATh 00OCHOBAHHBIC PEIIICHUS B
npodecCHOHAIBHOH cpefie.

OH2/PO2/ON2 AFBUIIIBIH TiJIH KOCIOHM JKOHE FRITBIMH Hcmonp30BaTh aHTITUACKHN SI3BIK JITS Use and apply English for professional
KOMMYHUKAIUsIa KOJIaHy, po(heCCUOHATBHON M HAyYHOU and academic communication including
aKaJEeMUSUIBIK MOTIHIEp MEH KOMMYHHKAaIIUH, pa3padaTeIBaTh developing academic texts and
Mpe3eHTaIusIIap 93ipiey KoHe aKaJieMHYECKHe TeKCThI U TIPe3eHTaluy, | presentations and participating in
XaJBIKapaNbIK MiKipTajacTapra KaTeICy. | a TaK)Ke y49acTBOBATh B international discussions

MEK/TyHAPOHBIX TUCKYCCHSIX.

OH3/PO3/ON3 3amaHayw MeaaroruKaibIK [IpumensaTs u oneHUBaTh coBpeMeHHble | Apply and evaluate modern pedagogical
TEXHOJIOTHSIIAP/IbI KOJIJIAHY JKOHE MeIarornIecKrue TeXHOJIOTHH, technologies design educational
Oaranay, Oi1iM Oepy mporeciH xo0anay | MPOEKTHPOBATH 0OpPa30BaTENBHBIN processes and ensure effective
JKOHE THUIMJII KapbIM-KaThIHACTHI nporiecc u obecneunBaTh 3PPEeKTHBHYIO | communication
KaMTaMachl3 eTy. KOMMYHHKAIIHIO.

OH4/PO4/0ON4 AKmnapaTThIK Kayinci3aik canaceigaarsl | Ilpumensats gpunocodekue n Apply philosophical and methodological

FBUIBIMU 3€PTTEYJIEP/Ii JKocmapIay,
YUBIMIACTBIPY JKOHE KYPri3y Ke3iHmae
FBUTBIMHBIH (PHITOCO(DUSIIBIK KOHE
o/liCHaMAaJIBIK HeTi3/IepiH KOJIIaHy,
3epTTEY HOTHXKEJICPIH Tallaay KOHE
HeETi37ey.

METO/I0JIOTHYECKHE OCHOBBI HAYKH IIPU
TUTAHUPOBAHUH, OPTaHU3AIHNU 1
MPOBEIECHUH MCCIeJOBaHMH B 00acTu
nH(OPMAITMOHHOM OE301TacHOCTH,
aHAIN3UPOBATh U 0OOCHOBBIBATH
pe3yJIbTaThl UCCIIEIOBAHMIA.

foundations in planning organizing and
conducting research in information
security analyze and justify research
results




OHS5/PO5/ONS

OnepauusuibIK KyHenepIis, Keik
MH(PAKYPBUTBIMHBIH KOHE aKIMapaTThIK
KYHenepiH apXUuTEeKTypachl MEH
OCaJIIBIKTAPbIH KEIICH 11 Tallaay,
KHOepKayinTep/li aHbIKTay KOHE KIKTeY,
Kayirnci3 ik AeHrelin Oaranay, COHmIai-
aK UQPIBIK HHPPAKYPBUIBIMIBL KOPFay
OoiipIHIIa memimMaepai xobanay,
HETI3/Iey JKOHE CHT13y.

KommnexkcHo ananu3npoBartb
ApPXUTEKTYPY U YA3BHUMOCTH
OTIEPaIMOHHBIX CHCTEM, CETEBOH
UHPPACTPYKTYPBI U HHPOPMAITTOHHBIX
CHUCTEM, BBIABIISTH M KIACCH(PUIIMPOBATH
KHOepyTrpo3bl, OIIEHNBATh YPOBEHD
3alIUIICHHOCTH, a TAKXKE
MIPOEKTHPOBATH, 00OCHOBBIBATH
BHEJIPATH PEUICHUS T10 3aIUTEe
1n(ppoBoit HHYPACTPYKTYPHI.

Comprehensively analyze architectures
and vulnerabilities of operating systems
network infrastructure and information
systems identify and classify cyber
threats assess security levels and design
justify and implement solutions for
protecting digital infrastructures

OH6/PO6/ON6 AKMapaTThIH KYIUSIBUIBIFbIH, [IpoexTnpoBats, aHATU3UPOBATh U Design analyze and evaluate
TYTaCTBIFBIH YKOHE ITBIHARBLUTBIFBIH OTICHUBAThH KPUNTOTpapUIeCKUe cryptographic methods algorithms and
KaMTaMachl3 €Ty YIIiH METO/BI, AITOPUTMBI I IPOTOKOJIBI st | protocols to ensure information
KpUnTorpaHusUIbIK SAicTep/i, obecrieueHus! KOHPHUICHINAIBHOCTH, confidentiality integrity and authenticity
aJTOPUTMIEP MEH XaTTaMajlap bl IIETTOCTHOCTH ¥ IO UTHHHOCTH conduct comparative analysis of their
*)obanay, Tanmay skoHe Oaranay, nH(pOpMaIuy, MPOBOIUTD effectiveness justify solution selection
oNapAbIH TUIMIUTITIH CAIBICTBIPMAIbI CPaBHUTENBHBIN aHAIN3 UX and apply them in real information
Tannay, memiMaepal TaHaayabl 3¢ (hekTHBHOCTH, 0OOCHOBBIBATH BHIOOp | Ssystems
HETi3/1ey )KOHE HAKTHI aKMapaTThIK penIeHuii ¥ IPUMEHSTh UX B PEalTbHBIX
Kylenepae KoaJaHy. WHPOPMAITMIOHHBIX CHCTEMaX.

OH7/PO7/ON7 KubepkayinTep/i aHbIKTay KoHE [IpumensaTs u pazpabaTbiBaTh METOIBI Apply and develop Data Mining

0omkay Makcarbiaaa Data Mining,
MAaIIMHAJIBIK OKBITY, dKaCaH/IbI
WHTEIUIEKT xkoHe Big Data
TEXHOJIOTHSIJIAPBIH KOJIIAHY JKOHE
a3ipiiey, Kayilci3aik AePeKTepiH Tanaay
JKOHE MHTEpIIpeTanusiay,
aHOMaJIMSUIApbl AHBIKTAY, COHAAN-aK
aKIapaTThIK JKyHenep yIIiH AepeKTepai
OHJICY JKOHE KayinTepai Oomkay
MOJIeJIbIEPiH Ko00anay, eHri3y *KoHe
OHTaWUJIaHJBIPY.

Data Mining, MammmHHOTO 00y4YeHWS,
HCKYCCTBEHHOTO UHTeIIeKkTa U Big Data
JUTS BBISIBJIIEHUS ¥ IPOTHO3UPOBAHHUS
KHOepyTrpo3, aHATU3UPOBATEH U
HWHTEPIPETHPOBATH TaHHBIE
6e3onacHoCTH, OOHApPYKUBAThH
aHOMAJIMH, a TAK)Ke IIPOEKTHPOBATb,
BHEJPATH M ONTHMHU3UPOBATH MOJIEIH
00pabOTKH JaHHBIX U POTHO3UPOBAHUS

yrpos.

machine learning artificial intelligence
and Big Data techniques for cyber threat
detection and prediction analyze and
interpret security data identify
anomalies and design implement and
optimize models for data processing and
threat prediction




OHS8/PO8/ONS

AKMapaTThIK Kayilnci3mik ayauTiH
KOCTapIay KoHE KYPTi3y, aKMapaTThIK
KYHETepaiH ToyeKeaepi MEH KOpFary
JICHTeliiH Oaralay, XaabIKapaJibIK
CTaHJApPTTAPFa COMKECTIKTI KAMTaMachI3
€Ty JKOHE TaJljlay, COHIai-aK
Kayinci3ik cascaTbl MEH HOPMATHUBTIK
Ky KaTTapasl 93ipiey, Heri3ney KoHe
KETUIHIPY.

[InanupoBathk 1 MPOBOJUTD AyAHUT
nH(OPMAITMOHHON 0€301TacHOCTH,
OLICHUBAThH PUCKH U YPOBEHb
3alIUIICHHOCTH CUCTEM, aHAJIM3UPOBATh
u o0ecreunBaTh COOTBETCTBUE
MEKTyHApOJHBIM CTaHIapTaM, a TaKKe
pa3pabaThiBaTh, 00OCHOBBIBATH U
COBEPILIEHCTBOBATH MOJUTHKH U
HOPMAaTHBHYIO IOKYMEHTAIHIO.

Plan and conduct information security
audits assess risks and security levels
analyze and ensure compliance with
international standards and develop
justify and improve security policies and
regulatory documentation

OH9/PO9/ON9 Kypaeni aknapaTThIK jkoHe aneyMeTTiK- | [IpuMeHsTh U pa3padaTbiBaTh METOIBI Apply and develop system analysis
TEXHUKAIBIK XYHenepal 3epTTey YIIiH CHCTEMHOTO aHalu3a, MojenupoBanus 1 | modeling and optimization methods
KYHEITIK Taaay, MOJICThACY XKoHe OTITUMH3AITAH, OIICHUBATh evaluate the efficiency and reliability of
OHTaWJIAHBIPY SAICTEPIH KOJIaHy koHe | 3()(PEKTUBHOCTH U HACIKHOCTh complex systems and design justify and
o3ipIiey, oNap/IbIH THIMILIITT MEH CJIOXHBIX CUCTEM, a TAaKXKe optimize solutions to enhance their
CeHIM/ILTITIH Oaranay, coHman-aK MIPOEKTHPOBATH, 0OOCHOBHIBATH U security under uncertainty
Oenrici3miK KaraaibIHAa KayinCi3miKTi ONTHUMU3UPOBATH PELICHMUS 110
apTThIpy OOWBIHINA IIENTIMIEP i MOBBIIICHHUIO UX O0€30TIaCHOCTH B
)kobanay, Heri3ziey xoHe YCIOBHUAX HEOMPEACTICHHOCTH.
OHTaMJIaHJBIPY.

OH10/PO10/ON10 AKMapaTThIK Kayilci3mik caaachiHia [IpoexTupoBath, OpraHU30BLIBATH U Design organize and conduct research in

FBUIBIMH 3epTTeyJepi xobanay,
YHBIMIIACTHIPY KOHE KYPTi3y, albIHFaH
HOTIDKEJICPl Tanuay,
HHTEpIpeTaIusiiay )KoHe ChIHU Oaranay,
COHJIali-aK Koci0M jKoHE ITHKAIIBIK
TaNanTapabl ECKepe OTHIPHIIL,
WHHOBAIIUSIJIBIK KAYIICI3iK
HIeTiMAEpiH 93ipiey, HeTi3aey KoHe
SHTI3Y.

MPOBOJUTH HAyYHbIE HCCIICTOBAHUS,
aHAJIN3UPOBATh, HHTEPIPETHPOBATD
KPUTHYECKHU OLICHUBATH PE3YJITATHI, &
TaKKe pa3padaTeiBaTh, 000CHOBBIBATH U
BHEJIPATh NHHOBAI[OHHBIC PELICHUS B
obyacTi HHPOPMAITMOHHOM
0€301acHOCTH C YYETOM
npodeccnoHaTbHBIX U STHYECKUX
TpeOOBaHMIA.

information security analyze interpret
and critically evaluate results and
develop justify and implement
innovative solutions considering
professional and ethical requirements




Monynsaepain Ky3sipertep kapracsl/ Kapra komnerennuit Moxyneit/ Modules Competency Map

Moxyas/Mod | Komrap/ XKammer 6inim 6epy O6meo6pazoBarensHBIC Educational competence
ule Komsy/ KY3BIPETTUIIKTepi KOMIIETEHITUH
Codes
Monyns KubepkayinTepai aHbIKTaY, ®opMHUpoBaHNE KOMIIETEHLIUHN B Formation of competencies in the
Kubepxayinciz | KK1/KK1 | Ttamgay xoHe anisiH ainy, COHIai- | 00JacTH MpUMEHEHHS application of intelligent systems artificial
IKTIH /CC1 aK aKMmapaTThIK KayiNCi3mMiKTi WHTEJUICKTYaIbHBIX CUCTEM, intelligence and machine learning
HHTEIIEKTyall KaMTaMachl3 €Ty YIIiH HCKYCCTBEHHOT'O MHTEIJIEKTa U technologies for detecting analyzing and

IIBIK KYiiernepi
MEH
TEXHOJIOTHsLIA
pul/
NHurennexryan
bHBIE CHCTEMBI
U TEXHOJIOTUH
kubepOe3onac
HocTH/
Intelligent
Systems and
Cybersecurity
Technologies

MHTEIUIEKTY AN bl XKYHenepi,
»KacaH/Ibl MHTEJUIEKT IeH
MallrHaJIbIK OKBITY
TEXHOJIOTUSTIAPBIH KOJIIaHY
cajachlHIa KY3bIpeTTep i
KaJIBIITaCTBIPY.

TEXHOJIOTHI MaIIMHHOTO O0YYeHHUS IS
BBISIBIICHHS, aHAIIN3a U
NpeAO0TBpalIeHHsI KHOepYTrpo3 1
oOecrieueHus1 THHOPMALMOHHON
Oe3omacHoCTH.

preventing cyber threats and ensuring
information security




Mopyas
AKnapatThIK
KyHenepai
Kopray
TEXHOJIOTHsIIA
pBI MEH
omictepi/
TexHonoruu u
METO/IEI
3aIIUATEI
nH(OPMAITMOH
HBIX CHCTEM/
Technologies
and Methods
for
Information
Systems
Protection

KK2/KK2
/CC2

AKIapaTTHIK KyHenepIiy
Kayinci3airin rannay,
KuOepKayinTep/i aHbIKTay )KoHe
Oaramay, XKEITIK )KOHE
OTIepaLUSUTBIK KYHenep
KayiMci3/iriH KaMTaMachl3 eTy,
COHJTali-aK KPUTITOTPA(USITBIK
o/licTep MEH XaTTaMallap/ bl
KOJIJaHy apKbUIbI aKIapaTThl
KOpFay Ky3bIpeTTepiH
KaJIBITACTHIPY.

DopMuUpOBaHHUE KOMIIETEHLIUN B
o0nactu aHamm3a 6€30MacHOCTH
WH(POPMAITOHHBIX CHCTEM, BEISBICHHUS
Y OIICHKH KHOEpyTrpo3, obecreueHus
0€301MacHOCTH OIEPANMOHHBIX CUCTEM U
CeTeBON MHPPACTPYKTYPHI, a TAKIKE
MPUMEHEHUS KPUIITOrparueCcKuX
METOJIOB U IPOTOKOJIOB 3aIIHUTHI
MH(POPMALHIH.

Formation of competencies in analyzing
information system security identifying and
assessing cyber threats ensuring operating
system and network security and applying
cryptographic methods and protocols for
information protection




Mopyas
Kubepxkayinciz
iKTer]
3eprreysep,
Oackapy oHe
HMHTEJUIEKTY A
ABIK
TEXHOJIOTUsLIa
p/
HUccnenosanus
, YIIpaBJICHUE
u
HHTEIUICKTY A
bHBIC
TEXHOJIOTUHU B
kubepOe3onac
HOCTH/
Research,
Management
and Intelligent
Technologies
in
Cybersecurity

KK3/KK3
/CC3

Kubepkayircizaik canacsinaa
3epTTeysep Kyprizy, Kobaaapabl
Oackapy, aKImaparThIK Kayirci3Iik
ayJIUTIH YHBIMIACTHIPY JKOHE
aKMapaTThl TaJay MEH KOpFay
YIIiH HHTEIUICKTYaJI/IbI
TEXHOJIOTHSIAP/IBI KOJIJaHy
KY3BbIPETTEPiH KAJBINTACTHIPY.

DopMuUpOBaHHUE KOMIIETEHLIUN B
o0nacTy MpoBeJIeHHs UCCIICTIOBaHUH B
KHOepOEe30IMacHOCTH, YIIPABICHUS
MPOCKTaMU, OpraHU3aINU ayanuTa
MHPOPMAIIIOHHOH 0€30MIaCHOCTH U
NPUMEHEHUS HHTEIJUICKTYaTbHBIX
TEXHOJIOTHI JIJISl aHAIN3a W 3alHThI
MHQOPMAIHH.

Formation of competencies in conducting
cybersecurity research managing
cybersecurity projects organizing
information security audits and applying
intelligent technologies for information
analysis and protection




Monyb JKorapbl MEKTENTE FHUIBIMU ®dopMHUpOBaHHE KOMIICTCHIIUH B Formation of competencies in scientific
Frumeivu KK4/KK4 | xoMMyHUKaIUSHBI )KY3€re achlpy, | 00JacTH HAYYHOH KOMMYHHKAIIHH, communication organization of the
OaitianbicTap /CC4 OimiM Gepy mporiecin OpraHU3allHA 00pa30BaATEIHLHOTO educational process in higher education
MEH JKOFaphbl YHABIMAACTHIPY, FEUTBIMU mpoIiecca B BBICIICH MTKOJIE, conducting research and effective
MEKTEIITE 3epTTEYJIep KYPri3y KoHe KociOu- | MpoBeeHYs HayYHBIX HCCIeN0BaHui 1 | management of professional and
OKBITY/IbI [e1arOTUKANIBIK KbI3METTI THIMAI | 3((EeKTUBHOIO YIIPaBICHUS pedagogical activities
YHBIMIACTHIPY/ Oackapy KY3bIpETTepiH npodeccrHoHaTbHO-IeIarOTHIECKOM
Hayunas KaJIBIIITACTHIPY. JESITENBHOCTBIO.

KOMMYHHKAIN
U
OpraHu3aIus
mpoiecca
o0yueHus B
BBICHICH
mKoJe/
Scientific
Communicatio
n and
Organization
of the
Educational
Process in
Higher
Education

Mouyib Freubivu 3eprreynepai dopMupoBaHHe KOMIIETEHIUN B Formation of competencies in planning and
Marucrpanrr | KK5/KKS | sxocnapnay sxoHe xyprisy, oOnacTu rulaHUpoBaHus U nposefeHust | conducting scientific research analyzing
BIH FBLIBIMH- /CC5 3epPTTEY HOTHXKEIIEPIH TaJIay HAYYHBIX MCCJICIOBAHMIA, aHATN3a U and interpreting research results and
3epTTey JKOHE MHTEpIpeTaIusiay, WUHTEPIPETAI[UH PE3yJIbTATOB, a TAKIKE preparing research papers in accordance
KYMBICBI/ FBUIBIMU-aKaIeMHSIIBIK MOJATOTOBKH HAYYHO- with academic requirements
Hayuno- TaJanTapra colKec 3epTrey HCCIIEIOBATELCKUX Pa0OT B
HCCIIeIOBATENb JKYMBICTAPBIH d3ipJiey COOTBETCTBHH C aKaJICMUICCKIUMHU
ckas pabora KY3BIPETTEePiH KAIBIITACTHIPY. TpeOOBaHUSIMHU.

MarucTpanTa/
Research work
by a

Master&apos;s

Degree student




Koceivma/llpunoxenne/Appendix 1*

4. TTonpep Typaisl aknapat/Ceemenus o quciumumnHax/ Information about disciplines

XKammsr 6utiM Oepy mouxepiHiH muisl KOO xommorenTl/ Iukir 00meo0pa3oBaTenbHBIX JUCIATLIAH/

The cycle of general education subjects
Ne TTonmep ITonmepre KpicKama TYCiHIK Kpemut KanpmrracaTeia
aTaysl/ (30-50 ce3)/Kpatkoe omucaHne AUCIUILIAHEI canbl/ Koin- Ky3ipeTTiJikTep
HanmeHnoBaHH (30-50 cmoB)/ BO KpeauTOB/ (xoxrap)/
e Short description of the discipline Number of dopmupyeMEie
JCIAILTHHEL/ (30-50 words) credits KOMIICTCHIIUHI
Name of the (xozrr)/
discipline Formed competencies
(codes)
HUTOI'O 0
XKammer 6iiM Oeperin nonzep kit / TaHoay KOMITOHEHTI
Imcn o6meo6pasoBaTenbHbIC AMCHMIUIMEEL KOMIOHEHT 10 BEIOOPY
Cycle of general education subjects/ Elective component
Ne ITormep ITonpgepre KpicKama TYCiHIK Kpemut KansmracaTsia
atayn/ (30-50 ce3)/Kparkoe omucaHue JUCHUILIHHEL canbr/ Koi- KY3ipeTTUIIKTep
HaumeHnoBann (30-50 cnom)/ BO KpPeaUTOB/ (xonrap)/
e Short description of the discipline Number of dopmupyembIe
JTACTIATLTHHEL/ (30-50 words) credits KOMIICTCHITUU
Name of the (xomer)/
discipline Formed competencies
(codes)
HUTOI'O 0
bazansik morxep mukiti / KOO koMmoHeHTi
IMuxn 6a30BeIX qucnMIUIHH/ By30BCKHf KOMIIOHEHT
Cycle of basic disciplines/ University component
Ne IIongep IToHIEepre KpicKama TYCiHIK Kpenur KanemrracaTeia
aTaysl/ (30-50 ce3)/KpaTkoe OmMCaHHe AUCITUTLIAHE canbsl/ Koin- KY3IpETTLIKTEep
HanmeHoBaHM (30-50 cnoB)/ BO KpeAUTOB/ (xoxrap)/
e Short description of the discipline Number of dopmupyemnie
U CIHILUTIHEL (30-50 words) credits KOMIIETECHITUH
Name of the (xomsr)/
discipline Formed competencies
(codes)




Ilemarorukannik
NpaKkTuKa/
Ilegarormuecka
S IPaKTHKa/
Pedagogical
Practice

[NemarorukanblK MpakTHKa MaruCTPaHTTAPABIH )KOFaphl OilliM Oepy yibIMIapbIHa
MeIarOTUKAaBIK KbI3METTI )KY3€ere achblpyFa KaXXeTTi KaciOu KY3bIpeTTepiH
KaJIBIITACTRIpyFa OarerTTanFaH. [IpakTrka OapeIChIHAA O1TiM amyIIbuIap oKy
cabakTapbIH KOCIapiay, 6TKi3y JKOHE Talnay, 3aMaHayH MeJaroruKaibIk
TEXHOJIOTHsIap MEeH HUPIBIK O11iM Oepy KypaigapblH KOJIIaHy, OltiM
AyIIBUIAPBIH OKY JKETICTIKTEepiH Oaralay oHe OKY-oiCTEMENiK MaTepHaaapabl
o3ipJey marmbUTapeiH MeHrepeni. [IpakTuka HOTHKECiHIe MaruCTPAHT
MEJaroTUKaIbIK KbI3METT] FRUIBIMU-9IICTEMENTIK TYPFBIIaH YUBIMIACTHIPYFa, KOCiOu
peduekcust xKyprizyre xoHe 0iniM Oepy npoueci xerinnipyre Kabinerti 6onans./
[Temarorndeckas mpakTHKa HanpasieHa HAa popMHUpoBaHUE MPodeccHnoHaTBHBIX
KOMITETCHIIMI MaruCTPaHTOB, HEOOXOJUMBIX JIJIsl OCYIIECTBICHHUS TIeJarOrHIeCcKon
JeSITeNbHOCTH B OpraHU3alMsX BhICIIEro 00pazoBaHus. B xoae npakTHKH
oOydaroryecs: MpruoOPETAIOT HABBIKH TUITAHUPOBAHWSL, TIPOBE/ICHNS M aHAIIN3a
yUeOHBIX 3aHSATHI, TIPUMECHEHHS COBPEMEHHBIX NeIJarOTUIECKUX TEXHOJOTHH 1
IU(POBBIX 00Pa30BaTEIbHBIX PECYPCOB, Pa3pabOTKU y4eOHO-METOJMUECKIX
MaTepualoB, a TAKXKe OLICHKU pe3ysbTaToB 00yueHus. [TIo uroram ocBoeHMs
MIPaKTUKH MarucTPaHT crioco0eH 3¢ (HEeKTUBHO OPraHN30BhIBATE 00PAa30BaATEILHBIMA
MIPOIIECC, OCYIIECTBISATH MPOPECCHOHATBEHYIO Pe(hIEKCHIO M COBEPILICHCTBOBATH
MeIarornYeCcKyo AeSITEIbHOCT Ha OCHOBE COBPEMEHHBIX HayYHO-METOJUUECKUX
OIX010B./

Teaching Practice is aimed at developing the professional competencies required for
teaching activities in higher education institutions. During the practice,
master&apos;s students acquire skills in planning, delivering, and evaluating
academic classes, applying modern teaching methods and digital educational
technologies, developing instructional and methodological materials, and assessing
students&apos; learning outcomes. Upon completion, graduates are able to organize
and improve the educational process, apply evidence-based pedagogical approaches,
and demonstrate reflective teaching practices in accordance with contemporary
higher education standards

KK4/
KK4/
CC4

e Timi
(xacibn)/
WNHocTpaHHbI
SI3BIK
(mpodeccronan
BHBIN)/

Foreign
Language
(Professional)

[Ton meren TimiHAE KOCciOM KoHE FHUTBIMA KOMMYHUKAIIUS KYPTi3y, FUIBIMU
JIEPEKKO3/IEPMEH JKYMBIC iCTey, aKaJIeMHSUTBIK MOTIHEP JaibIHIIAY )KOHE 3epPTTey
HOTHXKEJIEPiH XallbIKapaliblK KaCiOW opTafa YChIHY JaFAbUIapbIH KaNbINTACThIPaIbL./
Jucuumnmaa GopMHUpYeT HaBBIKH MPO(ECCHOHATBHON M HAyYHOH KOMMYHHUKAIIUH Ha
MHOCTPAaHHOM $I3bIKE, PA0OTHI ¢ HAYYHBIMH HCTOYHUKAMH, TTOJTOTOBKH
aKaJIEMUUECKUX TEKCTOB U MPEJICTABIICHHUS PE3yIbTaTOB UCCIIEIOBAHUH B
MeXIyHapoIHOH npodeccuoHalbHOM cpeae./

The discipline develops skills in professional and scientific communication in a
foreign language, working with scientific sources, preparing academic texts, and
presenting research results in the international professional environment

KK4/
KK4/
CC4




YKorapsl MexTen

[Ton xoFapsl MekTenTeri 6iiM Oepy yaepiciH xobanay, YHBIMAACTBIPY KOHE

nenarorukacel/ | Oaranay, OKBITY MEH Oarajiay 9icTepiH TaHAAy, 3aMaHayH Me1aroruKaibIK KK/
[lemgaroruka TEXHOJIOTHSIIAP B! KOJIaHy, OKY-9iCTEMEIIK KOHE FRUIBIMHU-SIiCTEMETIK KK4/
BBICITICH MaTepHaIIapabl 931pJiey, COHMai-aK O1riM Oepy yaepiciHe KaThICYIIbUIAPMEH JKOHE CcC4
LIKOJIBY/ MYA€1 TapanTapMeH e3apa opeKeTTecy Ky3bIpeTTepiH KaJlbIITacThIpaabl./
Pedagogy of Jucuumimaa GopMHUpyeT KOMIETSHIMH B 00JIaCTH POSKTHPOBAHUS, OPTaHU3AINHI U
Higher OIIEHWBaHUS 00Pa30BaTEILHOTO MPOIIECCca B BBICIIEH IIIKOJIE, BEIOOpa METOA0B
Education 00yYeHHs U OLIEHUBAHUS, IPUMEHEHHUS] COBPEMEHHBIX MEAaror4eCKUX TEXHOJIOTHH,

pa3paboTKH yueOHO-METOANYECKUX U HAyYHO-METOIUUECKUX MaTEPUAIOB, a TAKXKE

B3aNMOJICHCTBHS C y9aCTHUKAaMH 00pa30BaTEIbHOTO MpoIecca 1

3aWHTEPECOBAHHBIMU CTOPOHAMH./

The discipline develops competencies in designing, organizing, and assessing the

educational process in higher education, selecting teaching and assessment methods,

applying modern pedagogical technologies, developing educational, methodological,

and scientific-methodological materials, and interacting with participants in the

educational process and other stakeholders
Feomeiv Tapuxer | [1oH FRUTBIMHBIH 1aMy 3aHIBUTBIKTAPBIH, FEUTBIMU 13/IEHICTIH JIOTHKACKHIH JKOHE KociOn KK4/
MeH caJiaJiarbl 3ePTTEY KbI3METIHIH 9iCHAMANIBIK HETI3IEPIH TYCIHYII KAMTaMachl3 eTe/i./
¢unocodusacel/ | Jucuunnuaa odecrieunBacT NOHUMAaHNE 3aKOHOMEPHOCTEH Pa3BUTHUS HAYKH, JIOTUKU KK4/
Hcropus u Hay4YHOTO ITOVCKA U METOIOJIOTNIECKIX OCHOBAaHHH MCCIIEIOBATEIbCKON CC4
¢unocodus JIeSITENIbHOCTH B MPOQeCCHOHATLHON 00J1acTH./
HayKu/ The discipline provides an understanding of the patterns of scientific development,
History and the logic of scientific inquiry, and the methodological foundations of research activity
Philosophy of in the professional field.
Science
Backapy [Ton kocibu e3apa apekeTTecy, YKbIMABI OacKapy, OacKapyLIbUIBIK LIEIiMIep KK4/
TICUXOJIOTHACH/ | KaOBbUIIay, KI3METTEP MEH JKayaIKepIIiIikTi 06y, CoHIai-aK FRUTBIMH, OiTiM Oepy
Ilcuxomorus JKOHE OHIIIPICTIK cajaiapaa KOMaHIAIBIK KbI3METTI YHBIMIACTHIPY/IBIH 3aMaHayH KK4/
yrpaBieHus!/ HBICAHJIAPBIH KOJAaHy AafAbUIapbIH KAJIBIITACTHIPAIbL./ CcC4
Psychology of Jucturinaa GopMUpyeT HaBBIKK MPOQPEeCcCHOHATLHOTO B3aNMOACHCTBUS,
Management yIIpaBJIeHHUS KOJUICKTHBOM, IPUHATHS YIIPABIEHUECKNX PEIICHNH, pacTIpeeTIeHIs

(YHKUIWH 1 OTBETCTBEHHOCTH, a TAK)KE MPUMEHEHHSI COBPEMEHHBIX (hOpM
OpraHu3alry KOMaHIHON JeSTeIbHOCTH B HAyYHOH, 00pa30BaTeIbHOMN 1
MIPOM3BOACTBEHHOU chepax./

The discipline develops skills in professional interaction, team management,
managerial decision-making, distribution of functions and responsibilities, and the
application of modern forms of organizing team activities in scientific, educational,
and industrial fields

HUTOro

20




Bazansik monaep nukiri / TaHmay KOMIIOHEHTI
IMTuxr 6a3oBeix aucmuue/ KoMIIOHEHT Mo BEIOOPY

The cycle of basic disciplines / University component

BIX CHCTEM/
Cybersecurity of
Information
Systems

KaHLIHTaCTLIpBIHa,HLI./

JuciyIuiiHa HarpaBlieHa Ha U3y4YeHHE TIPUHIIUTIOB ¥ TEXHOJIOTHI 00ecieueHHs
nH(OPMAITMOHHOM 0€30MacHOCTH UHPOPMAIIMOHHBIX cUcTeM. B kypce
paccMaTpUBarOTCs COBPEMEHHBIE KHOEPYTPO3bl, YI3BUMOCTH, METO/BI PEaIU3allun
KkubepaTak, CriocoOBI 3aUTH HHPOPMAITHH, CHCTEMBI OOHAPYKEHUS aTak 1
MOHUTOpPHUHTA Oe30macHOCTH. DOPMUPYIOTCS HABBIKK aHAIU3a YIPO3, BHISABICHUS
AHOMAaJIHIA U pa3pabOTKU Mep 3alIUThl HH(HOPMAIMOHHBIX CHCTEM U IIU(POBOI

nH(PACTPYKTYPHL./

The discipline focuses on the principles and technologies of ensuring information
security in information systems. The course examines modern cyber threats,
vulnerabilities, cyberattack methods, information protection approaches, intrusion
detection systems, and security monitoring techniques. Students develop skills in
threat analysis, anomaly detection, and designing protection measures for information
systems and digital infrastructure

Ne Tlonmep IToHpepre KpicKama TYCiHIK Kpemut KanpsmrracaTeia
aTaysl/ (30-50 ce3)/Kpatkoe omycaHie AUCIUILIAHEI canbl/ Koin- KY3IpETTLIKTEp
HanmenoBanu (30-50 cnos)/ BO KpeaUTOB/ (xoxrap)/
e Short description of the discipline Number of ®opMupyeMbIe
JVCIATUIAHEL (30-50 words) credits KOMITETCHITHH
Name of the (xomer)/
discipline Formed competencies
(codes)
1 AKMapaTThiK I[ToH aKnapaTThIK KYienepaeri aknaparThlK Kayilci3aikTi KaMTaMachl3 eTy 5 KK2/
Kylenepain KaFu1aaapbl MEH TEXHOJIOTHSIIaphIH 3epTTeyre OarpiTtanraH. Kypcra 3amManayu
kuOepKayincizai | kubepkayinrTep, ocalibIKTap, KHOepInadybuIAapAbl )Ky3ere achlpy oaicTepi, KK2/
ri/ aKnapaTThl KOpray Tociiaepi, malysliiapasl aHbIKTay KYHerepi jKoHe Kayinci3aik ce2
KubepOe3omacH | MOHHTOPHHTI KapacThIpbUIabL. bimiM anyipuiapaa KayinTepai Tanaay,
OCTb AHOMAJIVSITIAP/Ibl AHBIKTAY JKOHE aKIapaTTHIK KYHerep MEeH IU(PIBIK
uH(MOPMAMOHH | HHOPAKYPHLUIBIMAAPIBI KOPFAy IapaiapbiH d3ipiey JaFabliapbl




[Ton 3amaHayu onepanusIIbIK KYHEIEePIiH apXUTCKTYPAChIH KOHE 0JIAPIbIH

OrnepanusuibiK KK2/
KyHenepain Kayilci3airiH KaMTaMachl3 eTy MocesielniepiH 3epTreyre OarpiTTanrad. Kypcera
Kayinci3girin OTIepaISUTBIK JKYHeTep/IiH HeTi3T1 ocalIbIKTaphl, Kayilci3Mik MOaeIbaAepi, KK2/
tannay/ ayTeHTU(UKAINS dIICTEPl, KOJDKETIMALTIKTI 6ackapy, madybuIaapabl aHBIKTAY JKOHE cea
AHnanus Kayilci3aiKTi Tangay Tacinaepi KapacTelpeiiaasl. biim anmymibuiapaa onepanusiuibik
0e301acHOCTH KYHeNIepAiH KayilcCi3/iriH KaMTaMachl3 eTy )KoHe aKIapaTThl KOpray IIapaliapbiH
OTIEPAIMOHHBIX | d3ipJiey JaFabUIaphbl KATbITACTHIPBIIA B/
cucrem/ Jucuunimna cBsi3aHa ¢ M3y4eHHEM apXUTEKTYPbl COBPEMEHHBIX OIEPallMOHHBIX
Operating cucTeM U obecrieueHreM ux 0e30macHOCTH. M3y4aloTcsi OCHOBHBIE YSI3BUMOCTH
Systems OTICPAIIMOHHBIX CUCTEM, METOIBI O€30TTACHOCTH, METOIBI Ay TCHTU(UKAIINH,
Security KOHTPOJIb JIOCTYTIA, IETEKTUPOBAHNE aTaK M aHATU3 0€301MacHOCTH.
Analysis PazpabatbiBatorcst HaBbIKH 0OecriedeHus1 0€30MacHOCTH OTIEPAIMOHHBIX CHCTEM U
pa3paboTKu Mep 3aIuThHl HHPOpMAITHH./
The discipline focuses on the architecture of modern operating systems and the
methods of ensuring their security. It examines key vulnerabilities of operating
systems, security models, authentication methods, access control mechanisms, attack
detection, and security analysis techniques. The course develops skills in securing
operating systems and designing effective information protection measures
Kayincizmikrig [Ton aknmapaTThIK KayiNCi3iK calaChlHAAFbI aKIAPATTHIK-aHATUTUKAJIBIK XKYHeIepai KK2/
AQHAIMTUKAIBIK | KYPY JKOHE KOJIIaHy Macesenepin Kapactelpansl. Kypera nepekrepai xxunay, Tanaay
aKNapaTThIK YKOHE WHTEPIIpeTalusiay 9IicTepl, OKUFalapIbl MOHUTOPUHITEY TICLIIEpi, COHIall- KK2/
KyHenepi/ aK IemimM KaObliaayapl KoJiiay TeXHOJIOTHUsIIaphl 3epTreiesi. bimim anymbiap ce2
AHaluTHYECKHE | aKMapaTThIK Kayilci3aiK OKUFaJapblH Tanay, oJlapIblH aHOMAIHSIAPBIH aHBIKTAY
WH()OPMAITMOHH | OHE aKIMapaTTHIK KYHeIepaiH KOpFally IeHIeiiH Oaranay JaFapuIapblH MEHTepeti./
bI€ CHCTEMBI Jucuuniaa paccMaTpUBaeT BOTIPOCH CO3JaHMUS M UCTIOJIb30BaHUS
OezonacHocTH/ | MHGOPMALMOHHBIX AHATTUTUYECKUX CUCTEM B 001aCTH MHPOPMATHOHHON
Analytical Oe3omacHocTH. M3ydaroTcs MeToasl cOopa, aHaIM3a U HHTEPIPETAIUN JaHHBIX B
Information 3TOM cdepe, MeTOAbI COOBITHITHOTO MOHUTOPHHTA M TEXHOJIOTUU TIOIEPIKKH
Security MNPUHATHA PeLIeHuil. MarucTpaHThl y4aTcsl aHaTU3UPOBaTh COOBITHS
Systems nHGOPMALTMOHHON 0€30M1aCHOCTH, PacliO3HaBaTh AHOMAJIMU M OLICHKU YPOBHS

3AIHAIEHHOCTH HH(POPMAITMOHHBIX CHCTEM./

The discipline examines the development and application of information analytical
systems in the field of information security. It covers methods of data collection,
analysis, and interpretation, as well as event monitoring techniques and decision
support technologies. Students develop skills in analyzing information security
events, detecting anomalies, and assessing the security level of information systems




Keminik

[ToH sxemitik )yHeaepAiH Kayinci3/irii Tajiaay 5KoHe oJap/IblH OCaIbIKTapbIH KK2/
Kayinci3IiKTi aHBIKTAy MOCeIIeNepiH, BIKTUMAI KayinTep/ii alKbIHAaY )KOHE OJapIaH KOpFaHy
Tanjay/ Tociniepin 3eprreyre GarbiTranran. Kypera sxeninepain Kayincisaik qeHreiin KK2/
AHanus ceTeBoii | Oaraiay, OaiylaHbIC XKylenepiHe KacalaThiH a0YybUIAAP JKOHE OJapIblH aJl[bIH aly ce2
OezomacHocTH/ | amicTepi KapacThIpbUIaasl. biniM amymisuiap xKemilik Kayinci3aikTi Tangay,
Network OCaJIIBIKTApbl aHBIKTAY JKOHE JKOIOFa OarbITTaIFaH KOPFay IapanapbiH KOJIIaHy
Security JIaF IBUTAPBIH MEHTEpeIi./
Analysis JucuuniiHaa HarpaBiieHa Ha U3y4eHHEe BOIIPOCOB aHan3a 0€30IacCHOCTH CETEBBIX

CHCTEM H X YSI3BUMOCTEH, BBISBJICHUS OTCHIIHAIBHBIX YTPO3 ¥ CIIOCOOOB 3aIUTHI.

PaccmarpuBaroTcst BOIPOCH! OIIEHKH YPOBHSI O€30ITaCHOCTH CeTeil, aTak Ha CHCTEMBI

CBSI3U M METOJIOB HX MpeAoTBpatieHus. ©opMUpPYIOTCS HABBIKH aHAIIN3a CETEBON

0€3011acHOCTH, BBISBIICHHUS YA3BUMOCTEH U MPUMEHEHHUS 3aIIUTHBIX MEXaHU3MOB./

The discipline is aimed at studying the issues of analyzing the security of a network

system and its vulnerabilities, identifying potential threats and possible ways to

protect it. It includes issues of assessing the security level of networks, attacks on the

communication system and their prevention
Kpunrrorpadwmsn | [Ton 3amManayum aknmapaTThIK Kyierep MeH MUQPPITBIK JKeIiaepi aiaanany KK2/
BIK 0aphIChIHIA KPUNITOTPaUsIIBIK XaTTaMaaap bl )ko0anay oHe KOJIJaHy Heri3IepiH
XaTrTamaiapael | Tangayra OarbiTTanFan. Kypcra Kayinci3aik Monenbsaepi, ayreHTuduKanus xykenepi, KK2/
KYpY KINTTEep i Tapary xoHe mudpiay sicTepi, XxaTTaManapAblH OCAIIBIKTaphIH TEKCEPY CC2
Karuanapbl/ ToclIIepi KapacThIpbuIaabl. bifiM anymsiiapia aKnapaTThlH KYTUSITBLUIBIFEL,
[TpuHIUIIEL TYTaCTHIFBI )KOHE TYMHYCKAJBUIBIFBIH KAMTAMAChI3 €Ty MaKcaThbIHIa
MOCTPOCHUS KpHNTOTpadMsUIBIK XaTTaMalapAbl d3ipiey xoHe Oaranay JaFIbuIaphl
Kpurnrorpaduye | KaJdbIITaCTHIPBLTA B/
CKHUX JaHHas qUCIMIUIMHA OTHOCUTCS K aHAJM3Y OCHOB MPOEKTUPOBAHUS M TPUMEHEHUS
MIPOTOKOJIOB/ KpUNTOrpaduuecKux NpOTOKOJIOB IPH HCIOIb30BAHINH COBPEMEHHBIX
Principles of “H(OPMAITMOHHBIX CHCTEM U IU(POBEIX ceTeil. M3yuatorcst Moaenu 6e30macHOCTH,
Cryptographic CHCTEMBI ayTeHTH()UKAIIUY, TIepelavn KITIoYer U MI(QpOBaHUs, TIOJXO0/IbI K TIPOBEPKE

Protocol Design

YSI3BUMOCTH 3THX MPOTOKOJIOB. DOPMHUPYIOTCSI HABBIKK pa3pabOTKH U OLICHKU
KPHITOTpahMueCKUX MPOTOKOJIOB I 00ecredeHUsI KOH(DUICHINATbHOCTH,
LIEJTOCTHOCTH U ayTEHTHYHOCTH MH(pOpMAaruH./

The discipline focuses on the analysis of the principles underlying the design and
application of cryptographic protocols in modern information systems and digital
networks. It examines security models, authentication systems, key exchange
mechanisms, and encryption methods, as well as approaches to evaluating protocol
vulnerabilities. The course develops skills in designing and assessing cryptographic
protocols to ensure the confidentiality, integrity, and authenticity of information




6 AKnapaTTbl [oHHIH TaKBIPHIOB! AKIAPATTHl KPUIITOTPAQHSIIBIK KOPFay IbIH TEOPHUSIIBIK HETi3AepiH | 5 KK2/
KOpFayIbIH ’KOHE 3aMaHayH TOCUIIEpiH 3epTTeyMeH OainanbIcThl. KypcTa CHMMETPHSIIBIK JKOHE
KpunTorpadusil | aCHMMETPHUSUIIBIK KPUITOTpadUsUIBIK XKyienep, mudpray anroputMaepi, KK2/
BIK 9JIICTEPl MEH | 3JIEKTPOHIBIK HUMPIIBIK KOJITaHOa, XeI-QyHKIUsIIAp KoHe Oacka ja ce2
Kypangapsl/ KpUnTorpadusuIbIK SAicTep KapacThIpbliaisl./
Kpunrorpapuue | Tema AMCUMIUIMHEI CBSI3aHA C UCCIICIOBAHIEM TEOPUTHIECKON 0a3bl M COBPEMEHHBIX
CKHE METOZBI M | MOIX0J0B K KpunTorpadueckoit 3amute napopmaun. Mzyqaorcs CMMeTpUIHbIE U
CcpencTaa accCUMETPHYHBIE KpUNTOTpaduiIeckue CUCTEMBI, alTOPUTMBI ITH(QPOBaHUS,
3aIIUTHI ANIEKTPOHHAS IU(PPOBAs MONUCH, XeII-QyHKIUH U JpYyTrHe KpUnrorpaduieckue
nHpopmarin/ METOMBI./
Cryptographic The discipline addresses the theoretical foundations and contemporary approaches to
Methods and cryptographic information protection. It examines symmetric and asymmetric
Means of cryptographic systems, encryption algorithms, digital signatures, hash functions, and
Information other cryptographic techniques.
Protection
HUTOI'O 30
beitingik moaaep mukii / JKOO koMITOHeHTi
It mpodwreHBIX qucouiuve/ By3oBckuii KOMITOHEHT
Cycle of specialized disciplines/ University component
Ne ITormep ITonpgepre KpicKama TYCiHIK Kpemut KansmracaTsia
aTaysl/ (30-50 ce3)/Kparkoe omucaHue JUCIUILIHHBI canpy/ Kon- KY3IpETTLIKTep
HaumeHnoBann (30-50 cnom)/ BO KpPEIAUTOB/ (xonrap)/
e Short description of the discipline Number of ®opMupyeMBbIe
JACIIATLTAHEL/ (30-50 words) credits KOMIICTCHITUHI
Name of the (xomer)/
discipline Formed competencies

(codes)




MarucTpaHTThl
H FBUIBIMH-
3eprrey
KYMBICBI/
Hayuno-
HCCIIeI0BATENIbC
Kas pabora
Maructpanra/
Master&apos;s
Student&apos;s
Research Work

[ToH MaruCTpaHTTaAPbIH FHUTBIMHU-3EPTTEY KY3bIPETTEPIH KAIBINTACTHIPYFa, FHUIBIMH
MoceleNep/i aHbIKTay, 3epTTeY 9ICTepiH TaHAAY, FhUIBIMU SKCIICPUMEHTTEP
KYPrizy, HOTHIKENepi OHIeY, TalAay )KOHEe HHTepIpeTalHsIIay JAaFJbUIapbiH
JIaMBITYFa OarpITTaiFaH. MaruCTpaHT FhUIBIMU aKIapaTThl CBIHU Oarasay/ibl,
3aMaHay| 3epTTey dicTepi MeH HUQPIBIK TEXHOIOTHSIIAP bl KOJIIaHY Ibl, FEUTBIMH
KapusUTaHBIMIAp JalbIHAAYIbI, 3ePTTEY HOTIIKENEPIH aKaIeMHUSUIBIK OpTaia
YCBIHY/TbI )KOHE MAruCTPIIK TUCCEPTAIMSHBI OPbIHAAY bl MeHrepe . [IoH FhUTBIMU
3epTTeyJepai JKocmapiay, )Ky3ere acblpy jKoHe OJlapAbIH HOTHXKeIepiH MPaKTUKara
€HIi3y KY3bIPETTEPiH KaJBIITaCThIPaIbL./

JlncunnuinHa HanpasiieHa Ha (GOpMHUPOBaHNE HAYIHO-HCCIIEI0BATEIbCKUX
KOMIETEHIIMI MaruCTPaHTOB B 00JIaCTH MIOCTAHOBKH HAy4YHOI po0IieMbl, BBIOOpa
COBPEMEHHBIX METO/IOB UCCIICIOBAHUS, IPOBEICHHS HAYYHBIX YKCIIEPUMEHTOB,
00paboTKH, aHaNN3a ¥ MHTEPIIPETAuH MOTYYSHHBIX Pe3yabTaToB. B mporecce
OCBOCHHMSI TUCHHUILTMHBI MArUCTPAHTHI MPUOOPETAIOT HABBIKK KPUTHYECKOW OI[CHKU
Hay4HOH HH(OpPMALIUK, HCIIOIB30BaHUS IU(POBBIX TEXHOJIOTUI U COBPEMEHHBIX
METOJIOB HCCJICIOBAHHS, TIOArOTOBKH HAYYHBIX ITyOJIMKALU, TIPEICTaBICHUS
PE3yJIbTaTOB MCCIICOBAHUN B aKaIEMHIECKOM COOOIIECTBE M BHIIIOIHCHHUS
MarucTepckoit auccepraimu. Jucuumimaa odoecrneunBaeT pa3BUTHE KOMIICTSHIIUI 10
TUIAHWPOBAHUIO, PEaTM3alliH U BHEIPEHHUIO PE3yIbTaTOB HAYYHBIX UCCIICIOBAHUIA B
PO ECCHOHATBLHYIO ACSITCIBHOCTE./

The course is aimed at developing master&apos;s students&apos; research
competencies in identifying scientific problems, selecting appropriate research
methodologies, conducting scientific investigations, processing, analyzing, and
interpreting research data. Students acquire skills in critically evaluating scientific
information, applying modern research methods and digital technologies, preparing
scientific publications, presenting research findings in academic and professional
environments, and completing a master&apos;s thesis. The course develops
competencies in planning, conducting, and implementing research outcomes in
professional practice

KK5/
KK5/
CC5




3eprTey
MPaKTUKACHl/
Hccnenosarens
CKasl paKTHKa/
Research
Practice

3epTTey NpaKkTHKACchl MATUCTPAHTTAPABIH FHUIBIMU-3EPTTEY KBI3METIH YHBIMIACTBIPY,
FBUTBIMH aKIapaTThl )KUHAY JKOHE TalIay, 3aMaHayH 3epTTey 9iCTepiH KOJAaHy,
HKCTIEPUMEHT XKYPTi3y KOHE abIHFaH HOTIKENIEP/l FEUIBIMH TYPFBIIAH HETi3/1ey
JIaFIbUIAPBIH KANBINTACThIpYFa OarpiTTanFaH. [IpakTiuka OapbIChIHa MATUCTPAHT
FBUIBIMU 3€PTTEYAIH Ke3eHIePiH jKocmapIiall, IepeKTepAl OHaey MeH
MHTEpIpPETALMSIAY bl )KY3€T'e achIpaibl, FEUIBIMU JKapHsUTaHBIMAAp JaibIHIAY JKOHE
MarucTpIliK JUCCePTAMSIHBIH 3epTTey O6iMiH OphIHAAY OOHBIHIIA KOCiOn
KY3BIpETTep/li MEHrepeIi./

HccnenoBarenbckas NpakTHKa HapapieHa Ha GOPMHUPOBAHUE Y MarHCTPAHTOB
npodeccrnoHaTbHBIX KOMIIETEHIIMI B 00JIaCTH OPTaHU3AIMH M MPOBEACHHS HAyYHBIX
uccleoBaHui. B Xo/le MpakTHKKM MarucTpaHThl OCBAaMBAIOT METOJIBI IOUCKA, aHATTN3a
1 00paboTKK Hay4YHOH MHPOPMALMH, IIAHUPYIOT U IPOBOAAT HCCIIEOBAHMS,
MPUMEHSIOT COBPEMEHHbIE METOIbI cOOpa 1 aHalM3a JaHHbBIX, HHTEPIPETUPYIOT
pe3yabTaThl 1 000CHOBBIBAIOT HAYYHbIE BBIBOJIBL. Oco000C BHUMAHUE YICISACTCS
MOJrOTOBKE HAYYHBIX MyOIUKAHMHA, 0QOPMIICHHIO PE3YJIHTATOB HCCICAOBAHUN U
BBITIOJTHEHHIO MCCIIEIOBATEIbCKONW YaCTH MaruCTEPCKOM JUCCepPTaLiu./

Research Practice is aimed at developing master&apos;s students&apos; professional
competencies in planning, conducting, and managing scientific research. During the
practice, students acquire skills in searching, analyzing, and interpreting scientific
information, applying modern research methodologies, collecting and processing
data, and validating research findings. Special emphasis is placed on preparing
scientific publications, presenting research results, and completing the research
component of the master&apos;s thesis in accordance with academic and ethical
standards
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3epTTey NpaKkTHKACchl MATUCTPAHTTAPABIH FHUIBIMU-3EPTTEY KBI3METIH YHBIMIACTBIPY,
FBUTBIMH aKIapaTThl )KUHAY JKOHE TalIay, 3aMaHayH 3epTTey 9iCTepiH KOJAaHy,
HKCTIEPUMEHT XKYPTi3y KOHE abIHFaH HOTIKENIEP/l FEUIBIMH TYPFBIIAH HETi3/1ey
JIaFIbUIAPBIH KANBINTACThIpYFa OarpiTTanFaH. [IpakTiuka OapbIChIHa MATUCTPAHT
FBUIBIMU 3€PTTEYAIH Ke3eHIePiH jKocmapIiall, IepeKTepAl OHaey MeH
MHTEpIpPETALMSIAY bl )KY3€T'e achIpaibl, FEUIBIMU JKapHsUTaHBIMAAp JaibIHIAY JKOHE
MarucTpIliK JUCCePTAMSIHBIH 3epTTey O6iMiH OphIHAAY OOHBIHIIA KOCiOn
KY3BIpETTep/li MEHrepeIi./

HccnenoBarenbckas NpakTHKa HapapieHa Ha GOPMHUPOBAHUE Y MarHCTPAHTOB
npodeccrnoHaTbHBIX KOMIIETEHIIMI B 00JIaCTH OPTaHU3AIMH M MPOBEACHHS HAyYHBIX
uccleoBaHui. B Xo/le MpakTHKKM MarucTpaHThl OCBAaMBAIOT METOJIBI IOUCKA, aHATTN3a
1 00paboTKK Hay4YHOH MHPOPMALMH, IIAHUPYIOT U IPOBOAAT HCCIIEOBAHMS,
MPUMEHSIOT COBPEMEHHbIE METOIbI cOOpa 1 aHalM3a JaHHbBIX, HHTEPIPETUPYIOT
pe3yabTaThl 1 000CHOBBIBAIOT HAYYHbIE BBIBOJIBL. Oco000C BHUMAHUE YICISACTCS
MOJrOTOBKE HAYYHBIX MyOIUKAHMHA, 0QOPMIICHHIO PE3YJIHTATOB HCCICAOBAHUN U
BBITIOJTHEHHIO MCCIIEIOBATEIbCKONW YaCTH MaruCTEPCKOM JUCCepPTaLiu./

Research Practice is aimed at developing master&apos;s students&apos; professional
competencies in planning, conducting, and managing scientific research. During the
practice, students acquire skills in searching, analyzing, and interpreting scientific
information, applying modern research methodologies, collecting and processing
data, and validating research findings. Special emphasis is placed on preparing
scientific publications, presenting research results, and completing the research
component of the master&apos;s thesis in accordance with academic and ethical
standards
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AKnaparThl
Tanaay KoHe
KOpFay/IbIH
HMHTEIUICKTYaJI]
BIK
TEXHOJIOTHSLIIAp
137,
Nurtennekryainb
HBIC
TEXHOJIOTHH
aHau3a u
3aIUTHI
nH(popMarn/
Intelligent
Technologies
for Information
Analysis and
Protection

[ToH nepexTepMeH KYMBIC iCTeYAiH 3aMaHay! diCTEPIiH kKacaHIbl HHTEIIICKT
HET131H/Ie 3epTTeyTe KOHE OJIap bl AKIAPATTHIK KAYIICi3/IiK CalachlH/a KOJIIaHyFa
OarpiTTanFad. Kypcra sxacaHmpl HHTEIUIEKT, MAITHHAIIBIK OKBITY JKOHE IepeKTepAi
WHTEJUIEKTYAIJIBIK TaJJIay dicTepi KayilnTep MEH aHOMaHsIIap/Ibl aHBIKTAY
MaKCaThIH/Ia KapacThIpbuta el OKy OapbIChIHAA O1IIM alTyIIbUIapIa Kayirnci3aik
CaJIaChIH/IA JKACaH Il MHTEIICKTT] KOJIIaHy KoHe MU PIBIK ON3HECKE TOHETIH
Kayinrepai 00oJpkay maFaplIapbl KaabIITaCThIPEUTAEL./

Hanpasnenne yueOHON TUCIMIUIMHBI CBSI3aHO C UCCIIEIOBAHUEM MHTEIUIEKTYaIbHBIX
MoOJIeJIel U MX IPUMEHEHUS JUTsl CO3[aHUs CUCTEeM 3amuThl nHpopmanuu. Usydaercs
aHaIM3 JAaHHBIX C MCIIOJIb30BaHNEM MHTEIUIEKTYyaIbHBIX METOIOB, HEHPOHHBIE CeTH, a
TaKKe TEXHOJIOTUH OOHapyKeHHs aHOManii 1 kubepaTtak. CriocoOHOCTh
WCIIOJIb30BaTh MHTEIUICKTYa IbHBI CHCTEMBI JII aHAJIN3a YTPO3 U TIOBBIIICHUS
3aIUIIEHHOCTH MHPOPMAIIMOHHBIX CUCTEM./

The discipline focuses on modern data processing methodologies based on artificial
intelligence and their application in information security. It examines artificial
intelligence techniques, machine learning methods, and data mining approaches for
detecting threats and anomalies. During the course, students develop skills in
applying Al within the security domain and in forecasting risks to digital business
environments
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MarucTpaHTThl
H FBUIBIMH-
3eprrey
KYMBICBI/
Hayuno-
HCCIIeI0BATENIbC
Kas pabora
Maructpanra/
Master&apos;s
Student&apos;s
Research Work

[ToH MaruCTpaHTTaAPbIH FHUTBIMHU-3EPTTEY KY3bIPETTEPIH KAIBINTACTHIPYFa, FHUIBIMH
MoceleNep/i aHbIKTay, 3epTTeY 9ICTepiH TaHAAY, FhUIBIMU SKCIICPUMEHTTEP
KYPrizy, HOTHIKENepi OHIeY, TalAay )KOHEe HHTepIpeTalHsIIay JAaFJbUIapbiH
JIaMBITYFa OarpITTaiFaH. MaruCTpaHT FhUIBIMU aKIapaTThl CBIHU Oarasay/ibl,
3aMaHay| 3epTTey dicTepi MeH HUQPIBIK TEXHOIOTHSIIAP bl KOJIIaHY Ibl, FEUTBIMH
KapusUTaHBIMIAp JalbIHAAYIbI, 3ePTTEY HOTIIKENEPIH aKaIeMHUSUIBIK OpTaia
YCBIHY/TbI )KOHE MAruCTPIIK TUCCEPTAIMSHBI OPbIHAAY bl MeHrepe . [IoH FhUTBIMU
3epTTeyJepai JKocmapiay, )Ky3ere acblpy jKoHe OJlapAbIH HOTHXKeIepiH MPaKTUKara
€HIi3y KY3bIPETTEPiH KaJBIITaCThIPaIbL./

JlncunnuinHa HanpasiieHa Ha (GOpMHUPOBaHNE HAYIHO-HCCIIEI0BATEIbCKUX
KOMIETEHIIMI MaruCTPaHTOB B 00JIaCTH MIOCTAHOBKH HAy4YHOI po0IieMbl, BBIOOpa
COBPEMEHHBIX METO/IOB UCCIICIOBAHUS, IPOBEICHHS HAYYHBIX YKCIIEPUMEHTOB,
00paboTKH, aHaNN3a ¥ MHTEPIIPETAuH MOTYYSHHBIX Pe3yabTaToB. B mporecce
OCBOCHHMSI TUCHHUILTMHBI MArUCTPAHTHI MPUOOPETAIOT HABBIKK KPUTHYECKOW OI[CHKU
Hay4HOH HH(OpPMALIUK, HCIIOIB30BaHUS IU(POBBIX TEXHOJIOTUI U COBPEMEHHBIX
METOJIOB HCCJICIOBAHHS, TIOArOTOBKH HAYYHBIX ITyOJIMKALU, TIPEICTaBICHUS
PE3yJIbTaTOB MCCIICOBAHUN B aKaIEMHIECKOM COOOIIECTBE M BHIIIOIHCHHUS
MarucTepckoit auccepraimu. Jucuumimaa odoecrneunBaeT pa3BUTHE KOMIICTSHIIUI 10
TUIAHWPOBAHUIO, PEaTM3alliH U BHEIPEHHUIO PE3yIbTaTOB HAYYHBIX UCCIICIOBAHUIA B
PO ECCHOHATBLHYIO ACSITCIBHOCTE./

The course is aimed at developing master&apos;s students&apos; research
competencies in identifying scientific problems, selecting appropriate research
methodologies, conducting scientific investigations, processing, analyzing, and
interpreting research data. Students acquire skills in critically evaluating scientific
information, applying modern research methods and digital technologies, preparing
scientific publications, presenting research findings in academic and professional
environments, and completing a master&apos;s thesis. The course develops
competencies in planning, conducting, and implementing research outcomes in
professional practice
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[ToH MaruCTpaHTTaAPbIH FHUTBIMHU-3EPTTEY KY3bIPETTEPIH KAIBINTACTHIPYFa, FHUIBIMH
MoceleNep/i aHbIKTay, 3epTTeY 9ICTepiH TaHAAY, FhUIBIMU SKCIICPUMEHTTEP
KYPrizy, HOTHIKENepi OHIeY, TalAay )KOHEe HHTepIpeTalHsIIay JAaFJbUIapbiH
JIaMBITYFa OarpITTaiFaH. MaruCTpaHT FhUIBIMU aKIapaTThl CBIHU Oarasay/ibl,
3aMaHay| 3epTTey dicTepi MeH HUQPIBIK TEXHOIOTHSIIAP bl KOJIIaHY Ibl, FEUTBIMH
KapusUTaHBIMIAp JalbIHAAYIbI, 3ePTTEY HOTIIKENEPIH aKaIeMHUSUIBIK OpTaia
YCBIHY/TbI )KOHE MAruCTPIIK TUCCEPTAIMSHBI OPbIHAAY bl MeHrepe . [IoH FhUTBIMU
3epTTeyJepai JKocmapiay, )Ky3ere acblpy jKoHe OJlapAbIH HOTHXKeIepiH MPaKTUKara
€HIi3y KY3bIPETTEPiH KaJBIITaCThIPaIbL./

JlncunnuinHa HanpasiieHa Ha (GOpMHUPOBaHNE HAYIHO-HCCIIEI0BATEIbCKUX
KOMIETEHIIMI MaruCTPaHTOB B 00JIaCTH MIOCTAHOBKH HAy4YHOI po0IieMbl, BBIOOpa
COBPEMEHHBIX METO/IOB UCCIICIOBAHUS, IPOBEICHHS HAYYHBIX YKCIIEPUMEHTOB,
00paboTKH, aHaNN3a ¥ MHTEPIIPETAuH MOTYYSHHBIX Pe3yabTaToB. B mporecce
OCBOCHHMSI TUCHHUILTMHBI MArUCTPAHTHI MPUOOPETAIOT HABBIKK KPUTHYECKOW OI[CHKU
Hay4HOH HH(OpPMALIUK, HCIIOIB30BaHUS IU(POBBIX TEXHOJIOTUI U COBPEMEHHBIX
METOJIOB HCCJICIOBAHHS, TIOArOTOBKH HAYYHBIX ITyOJIMKALU, TIPEICTaBICHUS
PE3yJIbTaTOB MCCIICOBAHUN B aKaIEMHIECKOM COOOIIECTBE M BHIIIOIHCHHUS
MarucTepckoit auccepraimu. Jucuumimaa odoecrneunBaeT pa3BUTHE KOMIICTSHIIUI 10
TUIAHWPOBAHUIO, PEaTM3alliH U BHEIPEHHUIO PE3yIbTaTOB HAYYHBIX UCCIICIOBAHUIA B
PO ECCHOHATBLHYIO ACSITCIBHOCTE./

The course is aimed at developing master&apos;s students&apos; research
competencies in identifying scientific problems, selecting appropriate research
methodologies, conducting scientific investigations, processing, analyzing, and
interpreting research data. Students acquire skills in critically evaluating scientific
information, applying modern research methods and digital technologies, preparing
scientific publications, presenting research findings in academic and professional
environments, and completing a master&apos;s thesis. The course develops
competencies in planning, conducting, and implementing research outcomes in
professional practice
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[ToH MaruCTpaHTTaAPbIH FHUTBIMHU-3EPTTEY KY3bIPETTEPIH KAIBINTACTHIPYFa, FHUIBIMH
MoceleNep/i aHbIKTay, 3epTTeY 9ICTepiH TaHAAY, FhUIBIMU SKCIICPUMEHTTEP
KYPrizy, HOTHIKENepi OHIeY, TalAay )KOHEe HHTepIpeTalHsIIay JAaFJbUIapbiH
JIaMBITYFa OarpITTaiFaH. MaruCTpaHT FhUIBIMU aKIapaTThl CBIHU Oarasay/ibl,
3aMaHay| 3epTTey dicTepi MeH HUQPIBIK TEXHOIOTHSIIAP bl KOJIIaHY Ibl, FEUTBIMH
KapusUTaHBIMIAp JalbIHAAYIbI, 3ePTTEY HOTIIKENEPIH aKaIeMHUSUIBIK OpTaia
YCBIHY/TbI )KOHE MAruCTPIIK TUCCEPTAIMSHBI OPbIHAAY bl MeHrepe . [IoH FhUTBIMU
3epTTeyJepai JKocmapiay, )Ky3ere acblpy jKoHe OJlapAbIH HOTHXKeIepiH MPaKTUKara
€HIi3y KY3bIPETTEPiH KaJBIITaCThIPaIbL./

JlncunnuinHa HanpasiieHa Ha (GOpMHUPOBaHNE HAYIHO-HCCIIEI0BATEIbCKUX
KOMIETEHIIMI MaruCTPaHTOB B 00JIaCTH MIOCTAHOBKH HAy4YHOI po0IieMbl, BBIOOpa
COBPEMEHHBIX METO/IOB UCCIICIOBAHUS, IPOBEICHHS HAYYHBIX YKCIIEPUMEHTOB,
00paboTKH, aHaNN3a ¥ MHTEPIIPETAuH MOTYYSHHBIX Pe3yabTaToB. B mporecce
OCBOCHHMSI TUCHHUILTMHBI MArUCTPAHTHI MPUOOPETAIOT HABBIKK KPUTHYECKOW OI[CHKU
Hay4HOH HH(OpPMALIUK, HCIIOIB30BaHUS IU(POBBIX TEXHOJIOTUI U COBPEMEHHBIX
METOJIOB HCCJICIOBAHHS, TIOArOTOBKH HAYYHBIX ITyOJIMKALU, TIPEICTaBICHUS
PE3yJIbTaTOB MCCIICOBAHUN B aKaIEMHIECKOM COOOIIECTBE M BHIIIOIHCHHUS
MarucTepckoit auccepraimu. Jucuumimaa odoecrneunBaeT pa3BUTHE KOMIICTSHIIUI 10
TUIAHWPOBAHUIO, PEaTM3alliH U BHEIPEHHUIO PE3yIbTaTOB HAYYHBIX UCCIICIOBAHUIA B
PO ECCHOHATBLHYIO ACSITCIBHOCTE./

The course is aimed at developing master&apos;s students&apos; research
competencies in identifying scientific problems, selecting appropriate research
methodologies, conducting scientific investigations, processing, analyzing, and
interpreting research data. Students acquire skills in critically evaluating scientific
information, applying modern research methods and digital technologies, preparing
scientific publications, presenting research findings in academic and professional
environments, and completing a master&apos;s thesis. The course develops
competencies in planning, conducting, and implementing research outcomes in
professional practice
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AKnaparThIK

[Ton yiibiMIaparbl aKnapaTThIK Kayilci3aiK ayAUTiH YHBIMIACTHIPY KOHE

Kayincizaik KYPri3yliH 3aMaHayH Tocuiaepin 3eprreyre OarpiTTanrad. Kypcra 6imim anymsinap K3/
aynuTi/ ayIUTTIH KaFUIaTTapbl MEH CTaHJAPTTapbIH TYCIHIIpE i, aKIapaTThIK KYHeIepaiH KK3/
Ayaut KOpFally ICHIeHiH Tangaiapl, KayinTep MEH OCAIIIBIKTAp bl AaHBIKTAY 9IiCTePiH CcC3
WH(GOPMAITMOHH | KOJJIaHAbl, KAYINCI3/IiK ACHICHiH OaFranaiiibl )oHE ayTUT HOTHKeIepi OOHBIHIIIA
on YCBIHBIMIIAPIBI 3ipieni./
OezonacHocty/ | JlMcuUITMHA HaMpaBlieHa Ha 3yYeHHE COBPEMEHHBIX MTOAX0/I0B K OpraHU3allui 1
Information MIPOBENCHHIO ayIuTa MHPOPMAIIMOHHOW 0€30MaCHOCTH B OpraHu3aluix. B pamkax
Security Audit Kypca oOydatoniecst O0BSCHSIOT PUHITUITEL M CTAaHAAPTHI ayANTa, aHATU3UPYIOT

YPOBEHB 3aIIUIIIEHHOCTH UHPOPMAIIMOHHBIX CHCTEM, IIPUMEHSIOT METOIBI

BBISIBJICHUS YTPO3 U YA3BUMOCTEH, OLICHUBAIOT YPOBEHb O€30IACHOCTH U

pa3padaTeIBalOT pEKOMEHAANH [0 Pe3yJibTaraM ayauTa./

The discipline is aimed at examining the organization and implementation of

information security audits within organizations. It addresses audit principles and

relevant standards, approaches to assessing the protection levels of information

systems, as well as methods for threat analysis and vulnerability identification. The

course develops practical skills in conducting information security audits, preparing

expert reports, and formulating recommendations to enhance the overall level of

information security in organizations
Kubepkayincizg | [lon kxubepkayinci3ik cagachlHAaFb! FEUIBIMH-3€PTTEY 9JIICTEPiH 3epTTeyTre KK3/
iKTeri 3epTrTey OarprTTanFad. Kypcera FeUTBIME 3€pTTEYAl YHBIMAACTHIPY KaFuaagapsl,
omicrepi/ AKCIIEPUMEHTTIK MOJICNIBJICY 9/IiCTEPi, aKIMAPATTHIK KAYIICI3IK UHIIHICHTTePIH KK3/
Mertobt Tanjay, IepeKTep/ii OHACY KOHE HOTHKENEP i HHTEPIPETAIUANAY TociIaepi cC3
HCCIIeIOBaHUH B | KapacThIpbUIabl. BiliM anymibuiap FeUTBIME MOceTeNep/l aHbIKTay, 3epTTey
krOepOe30macH | oJiCTepiH TaHay JKOHE FBUIBIMU HOTIDKENEP Il Oaranay JaFabUIapblH MEHIepe/Ii./
octu/ JucuuninHa HarpaBiieHa Ha U3yYeHHE METO0B Hay4YHBIX HCCIICAOBaHUN B 00JIacTH
Research kubepOe3omacHoCTH. B Kypce paccMaTpHBaIOTCs TPUHITUITEI OpraHU3aIliy HayIHBIX
Methods in UCCIICZIOBAHUH, METO bl SKCIIEPUMEHTAILHOTO MOICTHUPOBAHMSI, aHAJIN3 WHIUICHTOB
Cybersecurity nHPOPMATMOHHOH 0€30MacHOCTH, METOIbl 00pabOTKH AaHHBIX U HHTEPIpPETaluu

pe3ynbTaTtoB. @OpPMUPYIOTCS HABBIKH ONPEICIICHNS] HAYYHBIX IPo0JIeM, BBIOOpa
METO0B MCCJICAOBAHNA U OLICHKN HAYYHBIX pe3yHLTaTOB./

The discipline focuses on research methods in the field of cybersecurity. The course
covers principles of scientific research organization, experimental modeling methods,
information security incident analysis, data processing techniques, and interpretation
of research results. Students develop skills in identifying research problems, selecting
research methods, and evaluating scientific outcomes




10 | KubGepkayinciza | ITon kubepkayirci3/iik canachiHIarbl )ko0anapapl 0acKapy/blH 3aMaHayd Taciaaepi KK3/
1K ’K00aTapbiH MeH KypalJapblH 3epTTeyre O6arpirtanrad. Kypcera OiniM anymsuiap xodanapabH
6ackapy/ OMIpIIiK LUK Ke3eHAepiH TyCiHAipe I, ’ocnapuay diicTepiH Tanaiiisl, pecyperap KK3/
Yupasnenue MEH ToyeKenaepAi 6ackapy TocuUIaepid KoIaaHaabl, KayilCi3IiK TaJanTapblH eCKepe CcC3
MPOEKTaMH OTBIPHII HISIIMACPAL KoOATaN bl )KOHE OJIap IbIH THIMITUIITIH Oaranaiabpl./
kubepOe3omnacH | JlucuuIuiMHa HampaBiieHa HA U3YYEHHE COBPEMEHHBIX TOAX0/I0B U HHCTPYMEHTOB
octu/ VIIPaBJICHUS MIPOCKTaMU B 001acTH KubepoezonacHocTh. B pamkax Kypca
Cybersecurity oOyyarorecs OObSCHSIOT TAITbI )KU3HEHHOTO LIUKJIa TPOEKTOB, aHATU3UPYIOT
Project METO/IbI ITAHUPOBAHUS, TPUMEHSIIOT MOIXO/IbI K YIIPABICHUIO PECYPCAMU U
Management pYICKaMH, TIPOCKTUPYIOT PEIICHUS C yI€TOM TpeOoBaHUI MHPOPMAITHOHHOMI
0€301acCHOCTH U OLIEHUBAIOT UX 3()(HEKTUBHOCTD/
The discipline focuses on modern approaches and tools for cybersecurity project
management. During the course, students explain project life cycle stages, analyze
planning methods, apply approaches to resource and risk management, design
solutions considering information security requirements, and evaluate their
effectiveness
11 Ynken nepexrep | [IoH ynkeH mepekrep MeH OVITTHIK HHOPaAKYPBUIBIMIAPIBIH KayilCi3airia KK1/
MEH OYJITTBIK KaMTaMachl3 €TY/IIH 3aMaHayH TCIIePl MEH TEXHOJIOTHSIIAPBIH 3ePTTEyTe
nHpakypsuibiM | OarbiTTanFad. Kypera 6inim anymsuiap Big Data apxutektypachia Tangaiabl, KKV/
JTap/IBIH JEpeKTepii OHJIEY KOHE CaKTay SAICTEePIH KOIIaHabl, KayIiTCI3IiK ToyeKenIepin cCl
Kayincizmairi/ Oaramaiifpl, aKImapaTThl KOpFay MenTiMAepiH xKo0amaiapl 5KOHE OJapbIH THIMIUTITIH
BbezomacHocTh AHBIKTaWBI./
OOJBIIHX JIMCIUITHHA HAaMpaBlieHa Ha U3yUeHHE COBPEMEHHBIX MOAX0/I0B M TEXHOIOTHI
TaHHBIX U obecrieueHus1 6€30MACHOCTH OOJIBIMX JAHHBIX B 00JIAYHBIX HHGPaCTpyKTyp. B
00TaYHbIX paMKax Kypca o0ydJaroluecs: aHanu3upyloT apxutektypy Big Data, npumensitor
UHQPACTPYKTYp | MeToIbl 00pabOTKU M XpaHEHHUS JaHHBIX, OLICHUBAIOT PUCKU OE30IIaCHOCTH,
/ MIPOCKTUPYIOT PEIICHUS I10 3aITUTe HHPOPMAITHH U ONIPEACIITIOT Y()PEKTHBHOCTE MX
Big Data and peanu3amnuu./
Cloud The discipline focuses on modern approaches and technologies for ensuring the
Infrastructure security of big data and cloud infrastructures. During the course, students analyze Big
Security Data architecture, apply data processing and storage methods, evaluate security risks,

design information protection solutions, and determine the effectiveness of their

implementation
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AKnaparThIK

[Ton yiibIMIAp/IbIH aKAPATTHIK KAYINCI3AIriH OacKapyIblH 3aMaHayH dJicTepiHe

Kayinci3aikTi apHanrad. Kypera aknapaTThIK Kayinci3mikri 6ackapy skyienepi, ISO/IEC 27001 KK/
6ackapy soHe ISO/IEC 27002 xasblkapajiblK CTaHIapTTaphl, COH/Al-aK ToyeKeniep MeH KK1/
TEXHOJOTHSAJIAP | MHUMACHTTEPI 6acKapy oaicTepi KapacThIpbuIaasl. bidiM amymisuiapaa Kayinci3mik cCl
137, casicaTTapbIH d3ipJiey KoHe KHuOepKayinTepi 6ackapy AarablIapbl
Texnonorun KaJIBIITaCTBHIPBLITA L./
YIpaBJICHUSI JMCIUIITHA OTHOCHUTCS K COBPEMEHHBIM METO/IaM YIpaBJIeHUs] HHPOPMAITUOHHON
WHPOPMAMOHH | 0€30MacHOCThIO OpraHu3anru. M3ydaroTcs cucTeMbl yIpaBieHus] HHPOPMaMOHHON
on 6e3omnacHocTho, cranaaptel ISO/IEC 27001 u ISO/IEC 27002, a Takxke METOIbI
0€30MacHOCTBIO/ | YIpaBICHUS PUCKAMH M HHIUACHTaMH. POPMHUPYIOTCS HABBIKH Pa3paOOTKU ITOIUTHK
Information 0€30MMaCHOCTH ¥ YIpaBICHHUS KHOEeppUCKaMU./
Security The discipline addresses contemporary approaches to managing information security
Management within organizations. It examines information security management systems,
Technologies international standards such as ISO/IEC 27001 and ISO/IEC 27002, as well as
methods for risk and incident management. The course develops skills in designing
security policies and managing cyber risks
13 AKIapaTThIK IToHHIH OaFBITHI aKIAPATTHIK KAYITICI3MIK KYHENIepiH Kypyla HHTCIICKTY I IBIK KK1/
Kayinci3gikTeri | MOAEIbACPI 3epTTey JKoHE KoJianyFra OarsiTTanran. Kypcra nepekrepai
WHTEJUICKTYallJ] | MHTEJUIEKTYaJIbIK 9AiCTep apKbUIbl Tajlaay, HeHPOHIBIK XKeJiiep, COHnai-aK KKV/
BIK MOJICIBEP aHOMaJUsUIap MEH KHOepIIadybUIap bl aHBIKTAY TEXHOJIOTHSIIApB! KapacTHIPBUTAIbL. cCl

MeH aicTep/
Nurennekryainb
HBIE MOJICITH U
METOJIBI B
HHPOPMAHOHH
oit
6e3omacHocTH/
Intelligent
Models and
Methods in
Information
Security

biniM anymeuiapaa Kayinrep/i Tanaay jKoHe aKnapaTThIK KYHelIepaiH Koprary
JeHIeliH apTThIpy MaKcaThIHIa MHTEIUICKTYIIIBIK KYHeaepai KoJaany Ky3blpeTTepi
KaJIBITaCTHIPbLITAIbL./

HamnpaBienue y4eOHON TUCIUIIIMHBI CBA3aHO C UCCIIEA0BAHNEM HHTEIUICKTYaIbHBIX
MoJIeNieil ¥ MX TPUMEHEHHS JJIS1 CO3IaHusl CUCTEM 3aIlUThl HHpopManuu. M3ydaercs
aHaJM3 JaHHBIX C UCIIOJI30BaHUEM MHTEIJUIEKTYalbHBIX METOJOB, HEHPOHHBIE CETH, a
TaK)Ke TEXHOJIOTHH 0OHAPYKEHUsI aHOManid 1 Kkubeparak. CriocoOHOCTh
UCIIOJIb30BATh MHTEIICKTYAIBbHBI CUCTEMBI JJIsl aHAIN3a YTPO3 U TOBBIIICHUS
3alIMIICHHOCTH WH(POPMAIMOHHBIX CHCTEM./

The discipline focuses on the study and application of intelligent models for
developing information security systems. It covers data analysis using intelligent
methods, neural networks, as well as technologies for detecting anomalies and
cyberattacks. The course develops the ability to apply intelligent systems for threat
analysis and for enhancing the security of information systems




14 AKnaparThIK [Ton aknmapaTThIK KayiNCI3AIKTIH HHTEIUICKTY bl )KYHeIePIHIeT] KYHEiK Tainaay KK1/
Kayinci3aiKTiH MeH MOJIENIBACYIiH 3aMaHayHu TICnaepid 3epTreyre OarpiTTanrad. Kypcra 6inim
WHTEJUICKTYA]] | amylibuiap KyHesiK Tanjgay jkoHe MOJeNbAeY SICTEpiH TalIaiIbl, HHTEIUICKTYaJIbl KK1/
bl KYHEIEepAIH KYPBUIBIMBI MEH KYMBIC 1CTey KaFUAaJapblH TYCIHAIpE, Kyiie cCl
JKYHenepinaeri | »JeMeHTTEpiHiH e3apa OainaHbICTapblH Oaranaiiabl, aknapaTThIK Kayilci3mik
JKYHETIK Tangay | sKydenepiHiH MOJeNbepiH a3ipleiiIi ®oHe OapIblH THIMAUTITIH aHBIKTal b,/
KOHE Juciuriaa HarpaBlieHa Ha U3yYeHHE COBPEMEHHBIX MTOJIX00B K CHCTEMHOMY
MoJenbaey/ aHaJM3y ¥ MOJICIIMPOBAHUIO B MHTEIUIEKTYaJIbHBIX CHCTEMaX WH(POPMAUOHHON
CucreMHBIN Oe3onacHocTH. B pamkax kypca oOydaromiecs aHaAIU3UPYIOT METOIbI CUCTEMHOTO
aHau3 u aHau3a U MOJCIMPOBAHHUS, OOBSICHSIOT MPUHIIUITEI ()yHKIIMOHUPOBAHHUS
MOJICTUPOBAHNE | MHTEIUIEKTYaJIbHBIX CHCTEM, OI[EHUBAIOT B3AaHMOCBS3H JJIEMEHTOB CUCTEMBI,
B pa3pabaTheIBalOT MOAECIH CHCTEM WHPOPMALMOHHON 0€30MaCHOCTH U ONPENENISAIOT
WHTEIUIEKTYanb | 3((EeKTUBHOCTD UX MPUMEHEHUS./
HBIX CHCTEMax The discipline focuses on modern approaches to system analysis and modeling in
nHpopmanmonH | intelligent information security systems. During the course, students analyze system
oif analysis and modeling methods, explain the principles of intelligent system operation,
Oe3omacHocTh/ | evaluate interactions among system elements, develop information security system
System Analysis | models, and determine the effectiveness of their implementation.
and Modeling in
Intelligent
Information
Security
Systems
15 | Kayinrepai ITon KayinTepai Tanaayaa skacaHIbl HHTSIUICKTTIH 3aMaHayH 9/IicTepi MeH KK1/
Tajaynarsl TEXHOJIOTHSJIapBIH 3epTTeyre OarpiTTanrad. Kypcera OiniM amymibuiap skacaH sl
sKacaHgbl VHTEIICKT alTOPUTMICPIHIH )KYMBIC iCTey KaFuJalapblH TYCIHAIpeai, Kayinrepai KK1/
WHTEJUTCKT/ aHBIKTAY JKOHE 0OJDKAY 9MIICTEPiH TANJA b, KayilCi3/MiK ToyeKenepin Oaranay cCl
HcKkyCCTBEHHBIN | TOCUIZIEPiH KOJIIaHA b, MHTCIUICKTYaNIIbl TAJIAY MOJICIIBCPIH 31pJICH Il KoHE

WHTEJUIEKT B
aHaimse yrpos/
Artificial
Intelligence in
Threat Analysis

OJIAPJIBIH THIMLIITiIH Oaranansl./

JlucuunuinHa HanpaBJieHa HAa H3yYCHHUE COBPEMEHHBIX METOZIOB M TEXHOJIOT Uil
HCKYCCTBEHHOTO UHTEIJICKTA B aHAIN3e yrpo3. B pamkax kypca oOyuaromuecs
OOBSCHSIOT MPUHLHUIIBI PA0OTHI AITOPUTMOB UCKYCCTBEHHOT'O MHTEILJICKTA,
AQHAIN3UPYIOT METO/IBI BBISIBIICHUS M TIPOTHO3HPOBAHUS YTPO3, IPUMEHSIOT ITOIXO0/IbI
K OLICHKE PHCKOB 0€30I1aCHOCTH, pa3padaThIBAIOT MOAEIN HHTEIICKTYaIbHOTO
aHaJM3a U OLEHUBAIOT (P (YEKTUBHOCTh MX MPUMEHEHHS./

The discipline focuses on modern methods and technologies of artificial intelligence
in threat analysis. During the course, students explain the principles of artificial
intelligence algorithms, analyze methods for threat detection and prediction, apply
approaches to security risk assessment, develop intelligent analysis models, evaluate
their effectiveness, and design solutions for improving cybersecurity systems
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Kubepkayinciz
IKTeri
TeHEepaTHBTI
JKacaH bl
WHTEIUICKT/
I'eneparuBHbII
HUCKYCCTBEHHBIN
WHTEIUJICKT B
kuOepOe3omnacH
octu/
Generative
Artificial
Intelligence in
Cybersecurity

[Ton kuOepKayinci3aik cajgachbiHaa TeHEPATUBTI )KacaH bl HHTC/UICKTTIH 3aMaHayu
ozicTepi MEH TEXHOJIOTHSIIAPBIH 3epTTeyre OarpiTTanrad. Kypcera OiniM amymsiiap
TeHEepPaTHBTI MOJEIBAEPIIH )KYMBIC iCTey KaFuJaNapblH TYCIHAIpEeal, KayinTepmi
aHBIKTAY JKOHE 0OJDKAY TOCUIIEPIH TNl b, )KacaH bl HHTEIUIEKT KYPaJIapblH
KOJIJaHapbl, KHOepKayilcCi3AiKKe apHaIFaH WHTEUIEKTYal bl MeIiMaep i 93ipienai
YKOHE OJIapJbIH THIMAUTIITIH Oaraai ibL./

JluciuiiiiHa HarpaBlieHa Ha U3yYeHHE COBPEMEHHBIX METOJIOB Y TEXHOJIOTHH
FeHePaTHBHOTO UCKYCCTBEHHOTO MHTEIUICKTa B KuOepOe3omacHocTu. B paMmkax kypca
o0yyaronecs: OObsSCHIIOT IPUHIMITEL PA0OTHI T€HEPATUBHBIX MOJIEIIEH,
aHAIN3UPYIOT METO/IBI BBISIBIICHNS M IPOTHO3UPOBAHUS YTPO3, IPUMEHSIOT
HWHCTPYMEHTHI UCKYCCTBEHHOT'O MHTEIIJICKTa, pa3padaThiBalOT HHTEIUIEKTYaIbHbIC
peuenus s KuoepOe30nacHOCTH U OLIEHUBAIOT 3(p(PEeKTUBHOCTD X IPUMEHEHUSL./
The discipline focuses on modern methods and technologies of generative artificial
intelligence in cybersecurity. During the course, students explain the principles of
generative models, analyze methods for threat detection and prediction, apply
artificial intelligence tools, develop intelligent cybersecurity solutions, and evaluate
their effectiveness

KK1/
KK1/
CCl

HUTOI'O

97
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